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Document Conventions

The following tables list the text and notice conventions that are used throughout this guide.

TABLE 1 Text conventions

Convention Description Example

fonospace Identifies command syntax device (config)# interface ethernet 1/1/6
examples.

bold User interface (Ul) components such | On the Start menu, click All Programs.

as screen or page names, keyboard
keys, software buttons, and field
names

ftalics Publication titles Refer to the Ruckus Small Cell Release Notes for more information

Notes, Cautions, and Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential
hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indlicates condiitions or situations that can be potentially lethal or extremely hazardous to you. Safety labels
are also attached directly to proaucts to warn of these condiitions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies command names, keywords, and command options.

Ruckus Unleashed Multi-Site Manager User Guide
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Convention Description
ftalic text Identifies a variable.
[] Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|lylz} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select
one of the options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, membed member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input,
enter the entire command at the prompt without the backslash.

Document Feedback

Ruckus is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to Ruckus at: docs@ruckuswireless.com
When contacting us, please include the following information:

e Document title and release number

e Document part number (on the cover page)

e Page number (if appropriate)

e For example:

—  Ruckus Small Cell Alarms Guide SC Release 1.3
- Part number: 800-71306-001
— Page 88

Ruckus Product Documentation Resources

Visit the Ruckus website to locate related documentation for your product and additional Ruckus resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate
documentation by product or perform a text search. Access to Release Notes requires an active support contract and Ruckus Support
Portal user account. Other technical documentation content is available without logging into the Ruckus Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckuswireless.com.

Online Training Resources

To access a variety of online Ruckus training modules, including free introductory courses to wireless networking essentials, site surveys,
and Ruckus products, visit the Ruckus Training Portal at https://training.ruckuswireless.com.

Ruckus Unleashed Multi-Site Manager User Guide
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Contacting Ruckus Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their
Ruckus Networks products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckuswireless.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-
service resources use the following criteria:

e  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case
section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available.
Go to the Open a Case section.

e Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Request for information, product documentation, or product enhancements. Go to the Self-Service
Resources section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e  Continental United States: 1-855-782-5871
e (Canada: 1-855-782-5871

e Europe, Middle East, Africa, and Asia Pacific, toll-free numbers are available at https://support.ruckuswireless.com/contact-us and
Live Chat is also available.

Self-Service Resources
The Support Portal at https://support.ruckuswireless.com/contact-us offers a number of tools to help you to research and resolve problems
with your Ruckus products, including:
e Technical Documentation—https://support.ruckuswireless.com/documents
e Community Forums—https://forums.ruckuswireless.com/ruckuswireless/categories
e Knowledge Base Articles—https://support.ruckuswireless.com/answers
e Software Downloads and Release Notes —https://support.ruckuswireless.com/software
e Security Bulletins —https://support.ruckuswireless.com/security
Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if

you still require assistance through a support case or RMA. If you still require help, open and manage your case at https://
support.ruckuswireless.com/case_management

Ruckus Unleashed Multi-Site Manager User Guide
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Introduction

This Unleashed Multi-Site Manager User Guide describes how to install, configure, and manage the Unleashed Multi-Site Manager
application or software.

This guide is written for those responsible for installing and managing network equipment. Consequently, it assumes that the reader has
basic working knowledge of local area networking, wireless networking, and wireless devices.

NOTE
If release notes are shipped with your product and the information there differs from the information in this guide, follow the
instructions in the release notes.

Most user guides and release notes are available in Adobe Acrobat Reader Portable Document Format (PDF) or HTML on the Ruckus
Support website at

https://support.ruckuswireless.com/documents.

Related Documentation

In addition to this User Guide, each Unleashed Multi-Site Manager documentation set includes the following:

e Online Help: Provides instructions for performing tasks using the Access Point’s Web interface. The online help is accessible from
the Web interface and is searchable.

e  Release Notes: Provides information about the current software release, including new features, enhancements, and known
issues.

Ruckus Unleashed Multi-Site Manager User Guide
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Unleashed Multi-Site Manager Overview

Ruckus Unleashed Multi-Site Manager software is an intelligent, scalable network management system designed to facilitate administration
of your dispersed ZoneDirector devices and Unleashed networks.

The software offers a dashboard displaying device views, alarms and events: Processes notifications received from managed Ruckus
devices and displays them in an easy-to-understand and easy-to-use graphical user interface accessible via a Web browser.

NOTE
Unleashed Multi-Site Manager 2.0 does not support solo APs.

ATTENTION
By downloading this software and subsequently upgrading ZoneDirector, please be advised that:

e  The ZoneDirector periodically connects to Ruckus, and Ruckus collects the ZoneDirector serial number, software version
and build number. Ruckus transmits a file back to the ZoneDirector and this is used to display the current status of the
ZoneDirector Support Contract.

e Please be advised that this information may be transferred and stored outside of your country of residence where data
protection standards may be different.

Management Software and Server

The software is installed on a Linux-based server. The installation includes Web server and MariaDB database components for
communicating with and tracking your dispersed Ruckus devices.

For the specific installation steps, refer to Installing the Software on page 22.

Event Times

The software stores all event times in Coordinated Universal Time (UTC) (and appropriate offsets). Event times that appear on the Web
interface are automatically adjusted to the client’s local time settings.

NOTE
If the server time is changed (for example, when corrected from a wrong time zone), then the software must be restarted to apply

this change.

Ruckus Unleashed Multi-Site Manager User Guide
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NOTE

When the server time is not synchronized with the local time, scheduled tasks may not run when expected, and reports may
contain incorrect results. To ensure that scheduled tasks run when scheduled, synchronize the time on the server with the local
time. You can do this by installing an NTP client on the server.

Management Protocol

Ruckus Unleashed Multi-site supports the Technical Report 069 (TR-069) CPE WAN Management Protocol (CWMP) as defined by the DSL
Forum (http://www.dslforum.org).

Internet Accessibility

The software requires an Internet-accessible interface to:

e Enable remote management: If the computer that you are using to access the Web interface is not on the same local network as
Unleashed Multi-Site Manager, then logging into the Web interface remotely requires the host Linux server to be remotely
accessible via HTTPS.

e Enable the Map View feature. Map View data is provided by Google Maps, and therefore the software must be able to connect to
Google Maps via the Internet to display the maps. When the software is unable to access Google Maps, gray boxes appear on the
Web interface, instead of the map that Google Maps provides.

Where Should You Place Unleashed Multi-Site
Manager?

Since you want Unleashed Multi-Site Manager to be as available as possible to the remote devices being managed, you should place it in
your network accordingly.

NOTE
Make sure that the software’s IP address is reachable via HTTPS from outside of your internal network. This allows managed

devices to call home.

Key Terms

Before using the software, Ruckus recommends that you become familiar with the key terms that are used in this Guide and on the
software Web interface. The following table lists terms that are key to full understanding and proper use of the software.

TABLE 2 Key terms

Term Description

Device Registration Enable software management on the Unleashed/ZD devices and then they will register to Unleashed Multi-Site Manager
automatically.

Periodic Inform Interval This is the frequency at which managed Ruckus devices must synchronize with the application. When Ruckus devices call
home periodically, the software can verify proper operation of managed devices.

Group Grouping devices physically and assigning them various permissions/control and reporting.

Default Mail to This phrase refers to the email address which is sent messages from the system based on various events. You enter this
email address either during the installation procedure or in the To field on the Administer > System Settings > SMTP
Settings page.

Ruckus Unleashed Multi-Site Manager User Guide
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Key Terms

TABLE 2 Key terms (continued)
Term Description

You must specify an SMTP server to send email notifications to this user. Refer to SMTP Settings on page 97.
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Firewall Ports that Must be Open for
Communications

CAUTION
A The tasks described in this chapter should be undertaken only by an experienced network administrator or under the guidance of

your service provider or technical support professional.

Depending on how your network is designed, you may need to edit the iptables file and open communication ports on any firewalls located

between Unleashed Multi-Site Manager and Ruckus devices. Refer to the following URLs which include information about how to edit the

iptables file.
e http://en.wikipedia.org/wiki/lptables
e hitp://www.thegeekstuff.com/2010/07/list-and-flush-iptables-rules

e https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Security_Guide/index.html and read all the IP

Tables information under the Firewall section.

The following table lists the ports that need to be open for different types of communications.

TABLE 3 Firewall ports that must be open for Unleashed Multi-Site Manager communications

Communication Ports
MariaDB
Unleashed Multi-Site Manager > MariaDB communications TCP destination port 3306
ZoneDirector and Unleashed (Device)
Device > Unleashed Multi-Site Manager registration and periodic inform TCP destination port 443 (HTTPS)
Unleashed Multi-Site Manager > Device TCP destination port 443 (HTTPS)
Device > Unleashed Multi-Site Manager SNMP traps UDP destination port 161 (SNMP)
Unleashed Multi-Site Manager > TACACS+ server TCP destination port 49 (TACACS+)
Unleashed Multi-Site Manager > Device TCP destination port 8082 (ZD wakeup)
Device > Unleashed Multi-Site Manager firmware upgrade TCP destination port 80 (HTTP)
Device > Unleashed Multi-Site Manager template configuration upgrade TCP destination port 80 and 443 (HTTP and HTTPS)
Device >Unleashed Multi-Site Manager SMTP traps TCP destination port 25 (SMTP)
Unleashed Multi-Site Manager to FTP server TCP destination port 21 (FTP)

NOTE

The Ruckus device web and wakeup interfaces can be individually mapped through firewall/NAT devices.
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Administering a Linux Server

Ruckus recommends that you use the following OS:

CentOS release 6.5 (64 bit)
CentOS release 7.1 (64 bit)
Red Hat Enterprise Linux Server release 6.5 (64 bit)

Red Hat Enterprise Linux Server release 7.1 (64 bit)

NOTE

Unleashed Multi-Site Manager is generally only installed on VMware/CentOS/ESXi servers for limited installations, as the software
database in this environment cannot support larger Ruckus networks. (For VMware system information, contact your sales
representative.)

NOTE
Existing customers may not want to switch from the software installed on a VMware server to an RHEL server, as the data will
have to be extensively modified for migration.

Continue with the following sections to install the software on a Linux server.

Preparing the Server for Software Installation

Before installing the software, make sure your environment, including the target Linux server, meets all the requirements. This section details
preparation of the host server for Unleashed Multi-Site Manager installation and operation.

What You Will Be Doing

Preparing a clean Linux server according to the minimum system requirements.

Placing the server on a subnet that is reachable by the Ruckus devices to be managed.

Customizing your DHCP server.

You must install jemalloc before installing the software.

Following are the sample steps to install jemalloc:

1. Download jemalloc based on your linux version from http://pkgs.org/download/libjemalloc.so.1()(64bit)

2. Upload jemalloc to the software server and install it issuing this command:

rpm -Uvh jemalloc-3.6.0-1.e16.x86 64.rpm

Server System Requirements

When deciding on the Linux server on which to install the software, you need to consider the number of devices that your software
installation must manage. The target server must meet the following minimum requirements:

20

CPU and RAM: Depends on the number of managed ZoneDirector devices and Unleashed APs, on the purge policy, and whether
the software is installed in a Linux or a VMware virtual machine.

Ruckus recommends that you use the following OS:

—  CentOS release 6.5 (64 bit)
—  CentOS Linux release 7.1 (64 bit)
— Red Hat Enterprise Linux Server release 6.5 (64 bit)

Ruckus Unleashed Multi-Site Manager User Guide
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— Red Hat Enterprise Linux Server release 7.1 (64 bit)
e HDD: 30GB dedicated to Unleashed Multi-Site Manager, minimum for 10 licenses.
e RAM: 8GB dedicated to Unleashed Multi-Site Manager, minimum.
e CD-ROM device if you choose to use this method of installation.
e Mouse.

e Network adapter.

Refer to the most recent Unleashed Multi-Site Manager Release Notes for detailed information.

CAUTION

A To ensure that normal software operations run smoothly, make sure that the target Linux server has at least 160GB of free disk
space dedicated to it.
The software disk space requirement is doubled when it is being updated.
Database backups also consume extra disk space. The required extra disk space is determined by the number of database
backups.
If the software does not have sufficient disk space, then the MariaDB server for it may encounter errors.

NOTE
When you are backing up the software database, make sure that the Linux server has at least 10GB of available disk space. This
helps ensure a successful database backup.

Web Browser Requirements

The software web interface works with the latest version of Firefox and Chrome web browsers. It is optimized for 1280 x 1024 (and higher)
screen resolution.

Editing the Server Hosts File

The software stores some of its configuration settings on a MariaDB server database that is installed when the software is installed. To
ensure that software can connect to this MariaDB database after installation, you need to edit your Linux server’s hosts file to include its
DNS-related information.

NOTE
If you are planning to enable SMTP notification on the software, then you need to add another line in the hosts file for your SMTP
server’s DNS information. For more details, refer to SMTP Settings on page 97.

NOTE
If you use “.” in the hostname to separate hostname.domainname, then you are not allowed to use a digit-only domainname. For
instance, UMM. ruckus and UMM. 98ABC are allowed, and UMM. 98 and Localhost.12345 are not allowed.

1. Goto the /etc directory, and then open the hosts file.

2. Add the following line to the hosts file:

127.0.0.1 fully.qualified.domain.name localhost

3. Save the hosts file.

Ruckus Unleashed Multi-Site Manager User Guide
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Installing the Software

You can install the software via CD-ROM or via FTP on a Linux workstation that meets the system requirements listed in Server System
Requirements on page 20.

NOTE
The install script, install.sh, must be launched from a terminal window and not from the file browser.

CAUTION
A If your Linux server contains an instance of MariaDB before the software installation, then that MariaDB instance and all
dependent packages must be uninstalled before initializing the software installation.

Continue with the following sections:
e |Installing from a CD-ROM

¢ Installing from an FTP Download

Installing from a CD-ROM

1. Log in to the host server as root.
Insert the software CD into the CD-ROM drive.

If the software server does not automatically mount the CD-ROM, then continue with Step 4. If the server automatically mounts
the CD-ROM, then continue with Step 6.

4. Type the following command to create a mount point (or directory where you want to mount the CD-ROM):

# mkdir -p /mnt/cdrom

5.  Type the following command to mount the CD-ROM manually to the created mount point:

# mount /dev/cdrom /mnt/cdrom

6. Change directory (cd) to the mount point for the CD-ROM.

Execute the install script install.sh.

# ./install.sh

Continue with the figure in Step 7 and then Step 8 in the next task, Installing from an FTP Download.

Installing from an FTP Download
Before performing this task, learn about roles at Understanding User Roles and Privileges on page 104.

1. Log in to the host server as root.
2. Upload the *.ISO file (or patch file) to somewhere on the hard drive, such as /tmp.

3. Make sure that the *.ISO file owner is root : root:

# chown root:root *.ISO

4. Make a directory for the mount:

# mkdir ISO

Ruckus Unleashed Multi-Site Manager User Guide
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5. Mount the *.ISO file:

# mount -o loop *.ISO ISO

6. Change to the ISO directory:

# cd ISO

7. Execute the install script install.sh.

# ./install.sh

FIGURE 1 Partial software installation including program location, domain identification, and admin password configuration

8. You are prompted to verify the system date and time:

Your system time and timezone is:Thu, 16 Aug 2012 17:45:08 +0800.
yes? (Put yes to continue or program will be terminated!) :yes
choose yes

Ruckus Unleashed Multi-Site Manager User Guide
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9.

10.

11.

12.

13.

14.

The installation script performs some connection tests:

Testing network connection for 'localhost'
Result: Ok

The hostname of this machine is 'localhost.localdomain'

Testing network connection for localhost.localdomain

Result: Ok
Testing network connection for '127.0.0.1'
Result: Ok

Enter the location where you want to install the software. A default location is provided. Press <Enter> to accept the default

location.

Location[/opt/UMM] :

Enter your organization’s domain name. By default, the domain name is appended to the word “admin”, creating the default
Unleashed Multi-Site Manager user account: admin@domain.com. The admin@domain.com user account is a Super User in

the software system and cannot be deleted.

domain name (e.g., <your domain>.com): domain.com

Enter a password for the software admin@domain.com user account.

Password: password
Please confirm your password: password

Enter a password for the MariaDB root account.

Password: password
Please confirm your password: password

Enter the HTTPS port number for the Tomcat Web server. The default port is 443; press<Enter> to accept the default.

Https port[443]:

Ruckus Unleashed Multi-Site Manager User Guide
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15. Enter your SMTP server host name and port number, as well as a default email address to which alerts for software system events

are sent.

The SMTP server is the email server that Unleashed Multi-Site Manager uses to send alert notifications or system logs. You can
change these settings on the Administer > System Settings page after installation.

The default SMTP port is 25. Press <Enter> if your SMTP server is already using port 25.
SMTP host: hostname

SMTP port[25]:
Mail to: username@domain.com

FIGURE 2 Configuring the SMTP settings

When the installation completes, a success message appears.

You have completed installing the Unleashed Multi-Site Manager software. You can now log in to the Web interface and configure the
software settings. For more information, refer to on page 29.

NOTE
If errors occur during installation, then details of these errors are written to the install. log file. Ruckus may ask you to provide

the install. log file if you request support in troubleshooting your software installation.

After you complete the installation, the following files are installed in the software directory (/opt /UMM/):

shutdown. sh: Shuts down software services.

startup. sh: Restarts software services after they have been shut down.
restart.sh: Shuts down then restarts software services.

upgrade. sh: Upgrades the existing software.

backup. sh: Backs up the software database.

restore. sh: Restores a backup of the software database.

README: Application notes.

install.log: Complete record of installation, including your settings.

uninstall. sh: Uninstalls the software.
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Upgrading the Software

Ruckus releases Unleashed Multi-Site Manager software updates that contain feature enhancements or fixes for known issues. These
software updates are made available on the Ruckus Support Web site or released through authorized channels. Update files typically use
{version number}.patch.tar for their file naming convention (for example, 9.12.0.0.11.patch. tar).

Refer to the latest Unleashed Multi-Site Manager Release Notes for detailed upgrade information.

CAUTION

A Although the software update process has been designed to preserve all software configuration settings, Ruckus strongly
recommends that you back up the software database, in case the update process fails for any reason. For information on how to
back up the database, refer to Backing Up the Database from the Command Line Interface on page 26 and Backing Up and
Restoring the Database from the Web Interface on page 117.

NOTE

After completing the software update, Ruckus recommmends backing up the software database so that you have a backup of the
updated database schema. For instructions on how to back up the database, refer to Backing Up the Database from the
Command Line Interface on page 26 and Backing Up and Restoring the Database from the Web Interface on page 117.

NOTE
The software /etc/hosts and /etc/sysconfig/network file host names do not support special characters, such as '.". If
special characters are used in these files, then ZoneDirector servers are unable to register with Unleashed Multi-Site Manager.

Uninstalling the Software

1. Execute the sofwtare uninstall script.

# [root@umm UMM]# ./uninstall.sh

2. After you execute the uninstall script, it performs the following steps:

a) It shuts down the Tomcat server.

(e}

) It shuts down the MariaDB server.

(¢}

It deletes the configuration files, and uninstalls the software services.

o

)
) It restores the original /etc/my. cnf file.
e

[t finds /etc/my.cnf.ruckus, and then renamesitto /etc/my.cnf.

f)  Finally, it deletes the /opt /UMM directory.

When the uninstall script completes deleting the /opt /UMM directory, the uninstallation process is complete.

Backing Up the Database from the Command Line Interface

It is good practice to back up your software database before installing a new version of any software. Although Ruckus has done its best to
ensure a seamless experience when using Unleashed Multi-Site Manager, you should protect your data by creating a backup of all critical
data stored on your host software server. Ruckus recommends that you back up and reload your software database tables from any
previous version when upgrading to the next major version or patch release.

Unleashed Multi-Site Manager includes backup . sh, a script for backing up the software database, which is located in its root directory.
Follow these steps to back up the software database.

1. On the Linux server, go to the software root directory (/opt/UMM).
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2. Execute the database backup script. You can either specify the file path and file name of the backup file, or you can let Unleashed
Multi-Site Manager automatically set the path.

e o back up the software database to a specific file path and file name, enter the following command:

# ./backup.sh {file path and file name where you want to save the backup file}

For instance, if you want to save the backup file to the software root directory with the file name Mybackup . tgz, then enter
the following command:

# ./backup.sh Mybackup.tgz

e To back up the software database without specifying the file path and file name, enter the following command:

# ./backup.sh

In this case, the backup file is created in the default backup folder, /opt /UMM/dbBackup folder, and the file name is
automatically assigned based on the date and time when the backup script was executed (for example,
DB 2017-09-20_10h26m.cl1i).

When the backup process is completed, a message appears in the command line interface, informing you that the software database has
been backed up successfully.

For more information about backing up and restoring the database via the Web interface, see Backing Up the Database from the Web
Interface on page 118

Restoring the Database from the Command Line Interface

Unleashed Multi-Site Manager provides restore. sh, a script for restoring a backup copy of the software database located in the software
root directory.

CAUTION
A Before starting this procedure, take note of the file path and file name of the software database backup file. You need to enter this
information when you execute the restore script.

Follow these steps to restore a backup copy of the software database.
1. On the Linux server, go to the software root directory (/opt/UMM).

2. Execute the database restore script by entering the following command:

# ./restore.sh {file path and file name of the backup file that you want to restore}

For example, if you want to restore a backup file named Mybackup . tgz that is located in the software root directory, then enter
the following command:

# ./restore.sh Mybackup.tgz

When the restore process is completed, a message appears in the command line interface, informing you that the Unleashed Multi-Site
Manager database that you specified has been restored successfully.

What's Next?

With Unleashed Multi-Site Manager now installed, you can log in and configure the software to manage your Ruckus devices. The chapters
that follow guide you through all of these configuration tasks.
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Logging into Unleashed Multi-Site Manager

Use one of the Web browsers described in \Web Browser Requirements on page 21 to access the software Web interface:

NOTE

When accessing the Web interface, Ruckus recommends using a monitor with at least 1280 x 1024 screen resolution. If you use
a monitor with lower resolution, then you may not be able to see all Web interface elements at the same time and you may have
to scroll through the page to see hidden elements.

1. On your computer, open a Web browser window.

2. In the browser window, type the IP address or host name (if you have set up DNS for the server) of the software server as follows:

https://<ipaddress>
--OR--

https://umm

Ruckus Unleashed Multi-Site Manager User Guide
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3. Press <Enter> to initiate the connection.
If you are using HTTPS, then a security alert dialog box appears. Click OK/Yes/Proceed anyway to continue.

NOTE

By default, Unleashed Multi-Site Manager uses a Ruckus signed security certificate that Web browsers do not recognize,
causing them to display the security alert. If you want to prevent the security alerts from appearing every time you
connect to the software using HTTPS, then you can install a certificate issued by a recognized certificate authority such
as VeriSign. For information, refer to Managing SSL Certificates on page 108.

The Ruckus Admin login page appears.

FIGURE 3 The login page

ﬁ‘ Ruckus

Simply Better Wireless

4. If you are not using remote authentication, then type the administrator account user name and password that you configured
during installation.

The full user name includes the company domain name that you specified during the software installation (refer to Installing the
Software on page 22). For example:

User Name: admin@domain.com

Password: admin

5. If you are using remote authentication, then check the Remote Authentication check box. Then log in using the TACACS+ server
configured in TACACS+ Settings on page 99.

NOTE
If you log in using the TACACS+ server, then your user name appears in the top right of the Unleashed Mullti-Site

Manager page followed by (Tacacs+).

Ruckus Unleashed Multi-Site Manager User Guide
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6. Click Log In. The Web interface appears in the browser window. The Dashboard workspace appears by default.
For more on the Dashboard, refer to Getting to Know the Dashboard on page 32.
NOTE
The Web interface has a session timeout mechanism that logs you out of the system automatically after 30 minutes of
inactivity. This helps secure the Web interface and prevent unauthorized users from changing your software
configuration.

NOTE
If you recently upgraded the software, then Ruckus strongly recommends that you clear your Web browser’s cache

before logging into the Web interface. This helps ensure that the Web interface shows all the changes and
enhancements that were implemented in the new software version.

Features of the Web Interface

FIGURE 4 The Web interface
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TABLE 4 Web interface elements

No. Interface Element Interface Element Description

1 Main Menu Five tabs group related tasks that you can perform in Unleashed Multi-Site Manager . These tabs include:
e  Dashboard
e ZDs & Unleashed
. Monitor
o Report
e  Administer
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TABLE 4 Web interface elements (continued)

No. Interface Element Interface Element Description

2 Submenu On each tab are second level menu items that, when clicked, display related options in the content area to the
right.

3 Alarms, Help and Log Out e Alarm severity is classified into the order of Critical, Major, Minor and Warning. It shows the number of

alarms triggered based on the severity. For example, if Critical alarms are generated, it will show the
number of critical alarms. If there aren't any critical alarms, then it will show the number of alarms in the
next severity type - the number of Major alarms.

e Shows the major alarms (if enabled in Monitor > Alarm Settings).

e  Shows the current software date and time.

e  (Click the Help link to open the online help.

e  Click the Log Out link to log out of the software. The user name identifies the user who is logged in.

. If Unleashed Multi-Site Manager has an active fr7allicense file, then a notice appears that the software is
using the trial license file and when the trial license file expires. When the trial license file expires,
Unleashed Multi-Site Manager deletes devices for which there are not enough licenses.

4 APs panel Displays the number of APs that are connected and disconnected for a period of time.
Above this panel you can also see the number of ZoneDirector controllers and Unleashed APs that are connected
and disconnected in real time.

Clients panel Displays the number of clients that are connected and disconnected for a period of time.

OS panel Displays the OS utilization by the clients.
You can modify the dashboard view by selecting the following options present above this panel:

o Auto Refresh
o Time Period

. Group All
7 Map Displays information about the APs deployed in the Goggle map.
Recent Events Displays the events that were recently triggered for the device (ZoneDirector or Unleashed APs). You can also sort

the events to view them by severity type.

Getting to Know the Dashboard

After you log in to the Web interface, the Dashboard is the first page that appears. The Dashboard provides a quick summary of what is
happening on Unleashed Multi-Site Manager and its managed devices.

The Auto Refresh option allows you to select the time interval for the page to auto refresh an display the latest information. The Time Period
option allows you to select the period of time for which data must be displayed in the dash board. You have the option to select 12 hours,
24 hours, 7 days and 31 days and the time period. The Group All option allows you to select what data which you need to display on the
dash board. You can choose to select All, ZD, or select based on user.

Ruckus Unleashed Multi-Site Manager User Guide
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FIGURE 5 Dashboard

«©

Dashhaard A D st CEMED 4.7 Heresh: 10 Wim abes - I'me Perod: 12 lours - drzis Al -

Aps 202 Clients 332

2d 2L Umconneched

+

aln

Fioith
Foalffz
Cozan

L

It displays at-a-glance information about the following:
e The number of ZDs and Unleashed, which are connected and disconnected.

e The number of APs that are registered with ZoneDirector and Unleashed devices (which, in turn, are being managed by Unleashed
Multi-Site Manager ).

FIGURE 6 APs
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The graph displays the number of connected and disconnected APs depend on the time period option selected. For example, if
you select 12 hours, then the graph displays trends for devices connected or disconnected for the last 12 hours. Mouse-over
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along the graph to display the connected and disconnected AP statistics at any time withing the select time range to view the
respective statistics.

e The number of clients that are associated with the currently connected APs.

FIGURE 7 Clients
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Mouse-over along the graph to display the connected clients at any time withing the select time range.

e The Client OS Information panel displays a pie chart of wireless clients based on the operating systems (Windows, Mac OS,
Android, and others) that they are running on.

FIGURE 8 Client 0S
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Mouse-over the graph to see the percentage share of OS used by client devices. For example, a 56% for windows means, out of
the total client devices accessing the server, 56% of those devices are having Windows Operating System. Further, it also displays
the percentage of various versions of each OS, accessing the server.
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e Map which displays the various AP and Device information across the globe. Mouse over the AP or device to see the respective
statistics.

FIGURE 9 Maps

Map dats @2017  Terma of Use

e The Recent Events panel displays information about events that have occurred on Unleashed Multi-Site Manager, on managed
ZoneDirector devices, and on clients.

The following table describes the information that you can find on the Recent Events panel.

TABLE 5 Columns on the Recent Events Panel

Date / Time Displays the event time stamp.
Event Type Displays the name of the event (as assigned by Ruckus).
Device Name Name of device reporting the event. Click this link to go to an Inventory > Reports view of the devices reporting the

specific event.

Activity Events description.

The information in the Recent Events can be displayed based on the severity (Show All, Medium and High and High Only), which you can
select form the tope right corner of the panel.

Getting Started Tasks

Before configuring the software to manage your AP and ZoneDirector devices, Ruckus recommends performing the following tasks:
e Changing the Default Administrative Password
e Pointing A ZoneDirector and Unleashed device to Unleashed Multi-Site Manager
e Checking Your software License

Ruckus Unleashed Multi-Site Manager User Guide
Part Number: 800-71640-001 35



Getting Started with Unleashed Multi-Site Manager
Getting Started Tasks

Changing the Default Administrative Password

Ruckus recommends that you change the default administrative password as soon as possible to prevent unauthorized users from
accessing the software Web interface and modifying the settings you have configured.

1. After logging in to the software interface, go to Administer > Users & Assignment.

2. Inthe Users & Assignment table, look for the network administrator user account that you used to log in to the software Web

interface.

3. Click the Edit link (in the Action column) that is in the same row as the user account name. The EDIT A USER form appears below

the table.

FIGURE 10 Editing User Password
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4. Type a new password in the Password field.
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e Passwords must be between 6 and 32 characters long, and must be comprised of letters and numbers only.

e Passwords are case-sensitive.

e Do not use spaces.

NOTE

Make sure you remember your new password. You will use this new password the next time you want to log in to the

software Web interface.

5. Retype the new password in the Confirm Password field.

6. Click OK.

Pointing a ZoneDirector or Unleashed Network to Unleashed Multi-Site

Manager

If you want to use Unleashed Multi-Site Manager to monitor and administer ZoneDirectors or an Unleashed network, then follow the
procedures listed in the Enabling Management via Unleashed Multi-Site Manager section in the ZoneDirector User Guide and Unleashed
Quick Start Guide. For more information, see Appendix on page 125
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NOTE
Make sure that the required communication ports are open between the ZoneDirector or Unleashed network and Unleashed
Multi-Site Manager as described in Firewall Ports that Must be Open for Commmunications on page 19.

Checking Your Software License

A fresh Unleashed Multi-Site Manager installation provides only 1 Unleashed license by default. When you upgrade the software from a
FlexMaster version to Unleashed Multi-Site Manager, it provides 100 ZoneDirector licenses and 1 Unleashed license, by default. For
additional Unleashed AP management, you must buy the paid license and upload them. Unleashed networks consume license numbers by
the 'active AP number' under it.

When you are managing ZoneDirector using Unleashed Multi-Site Manager, note that the number of license seats that ZoneDirector
consumes depends on the maximum number of APs that it can support. ZoneDirector 3250 (which supports up to 250 APs), for example,
consumes 250 license seats.

The Unleashed license is updated when Unleashed Multi-Site Manager receives a message from Unleashed, however the Unleashed AP
connection status is updated every 15 mins. Therefore, there is an inherent difference or delay between when Unleashed Multi-Site Manager
updates the Unleashed license (every 1~60 mins), and its AP connection status (15 mins). This may cause inconsistences between the
connected AP and license on the user interface.

When trial licenses expire, Unleashed Multi-Site Manager checks the license number and deletes the device(s) as necessary. It does not
monitor this device anymore.

NOTE
When the Smart Redundancy feature is enabled, the Smart Redundant pair of ZDs consume one extra ZoneDirector license.

When this seat limit is reached, no additional devices are able to register with Unleashed Multi-Site Manager until a license file that provides
additional license seats is uploaded.

Before using Unleashed Multi-Site Manager to manage Ruckus devices, Ruckus recommends that you check how many ZoneDirector
devices and Unleashed APs can be supported by your current license. You can do this by going to the Administer > License page. The total
number of devices supported by your license and the seats consumed are shown on the page, as well as the number of license seats
consumed by ZoneDirector devices and Unleashed APs.
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FIGURE 11 License Details
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If the number of devices that you plan to manage exceeds the number of devices supported by the license file, then you need to contact
Ruckus Sales representative, obtain a license file for additional devices, and upload it to Unleashed Multi-Site Manager.
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Viewing Devices Managed by the Software

The ZDs & Unleashed page of the Web interface displays information about devices that the Unleashed Multi-Site Manager software
manages. These devices include ZoneDirector controllers, Unleashed APs and Clients.

Follow these steps to view the devices manage by the software:

Ruckus Unleashed Multi-Site Manager User Guide
Part Number: 800-71640-001



Working with ZoneDirector Controllers and Unleashed APs
Viewing Devices Managed by the Software

After you to login to the web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software.

You can use View Mode, to select how you want the device information to be presented.

e List: Displays the list of all devices irrespective of the Group they belong to.

Group: Displays the list of devices in a hierarchical format.

FIGURE 12 Page listing devices managed by Unleashed Multi-Site Manager - List View
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Click the = icon to refresh the contents of the table.
The following table list some of the fields and table columns that appear by default:
Field/Column Description
Device Name Displays the name of the device - it could be a ZD controller or an Unleashed network that software manages.
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Field/Column

Member Count

Serial Number

Connection

External IP

Tag

IP Address

IPv6 Address
Model

Uptime
Latitude
Longitude
Location
Software
Support Status
Licenses

Inventory Status

By clicking o

Working with ZoneDirector Controllers and Unleashed APs
Viewing Devices Managed by the Software

Description
Clicking the device name hyperlink opens the dashboard of the controller in a new page.

Displays the status of the members managed by the ZD controller or the Unleashed network, namely
Connected, Disconnected and Pending.

Displays the serial number of the device.

Indicates whether the device is currently online ( . ) ") or online with some APs disconnected

(£=).
Displays the IP address of the device when it is behind the NAT server. Unleashed Multi-Site Manager uses this

IP address to manage the device. For ZoneDirector or Unleashed which are behind NAT, include port 443 for
port forwarding.

or offline (

When configured, this column shows a generic attribute (Device Tag) that can be used to identify the device. For
example, when this AP device is located in main office, you can assign the tag “Main” to it.

Displays the IP address assigned to the device.
NOTE
The port number after the IP address indicates the protocol that you can use to gain access to the

device’s Web interface. If : 443 appears after the port number, you can access the device’s Web
interface using:

https://{device-IP-address}.

Displays the IPv6 address of the device.

Displays the Model of the managed Ruckus device.
Displays how long since the device was last rebooted.
Displays the latitude (North-South position) of the device.
Displays the longitude (East-West position) of the device.
Displays the Location of the device (if provided).

Displays the software version that is installed on the device.
Displays the support status for the device.

Displays the number of licenses consumed by the device.

Displays the permission that is assigned to the device such as Permitted, License Exceeded and Lost Device

, You can customize the table settings that are displayed. You must select the check boxes to display the columns

in the table and enter the number of rows you want to display in the table, in addition to specifying the search criteria.
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FIGURE 14 Customizing the Table Settings
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Type a word or phrase that you want to search for within the Search box, and then wait for a second or two. The software
refreshes the page and displays devices with attributes that matched your search keyword or keyphrase. The matching attributes
are highlighted and Unleashed Multi-Site Manager displays up to ten search results on each page by default. The number of rows
is however customizable. When your search generates more results than the number of rows set, use the left arrow and right
arrow icons after the search box to display the previous page or next page, respectively.

Ruckus Unleashed Multi-Site Manager User Guide
42 Part Number: 800-71640-001



Working with ZoneDirector Controllers and Unleashed APs
Viewing Device Configuration

Viewing Device Configuration

You can view the configuration details of the devices managed by Unleashed Multi-Site Manager.

After you login to the Web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software. The lower panel of this page displays the
configuration details of the device which are organized into tabs as described in the table.

FIGURE 15 Viewing device configuration details
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Configuration Tabs Description
General This tab displays the following:

. Info: provides basic device information including the number of data bytes and packets
transmitted and received by the device.

. Device View: provides detailed information about the clients and APs associated with the
device.

. LAN Ports: provides detailed information about the ports open to the device, speed of data
transfer/reception, and the number of data packets and bytes transmitted and received.

Member APs Displays a table with detailed information about the APs associated with the device, such as the
number of authorised clients associated with the AP, software version, model number, uptime, IP
address and current status of the AP.

Mesh View Displays a table that lists the mesh details of the device such as the mesh topology, signal strength,
MAC address, IP address, channel used and number of authorised clients.

Clients Displays a table detailing information about the AP associated with the client such as the MAC
address of the wireless client, IP address assigned to the client, Radio channel the client uses,
Signal strength, VLAN ID assigned to the client, Uplink and Downlink traffic, and client connection
status.

WLANSs Displays a table that lists the WLANs configured on the device, including the WLAN names,
ESSIDs, authentication and encryption methods, and the number of clients associated with each
WLAN, Tx/Rx of bytes and packets.

Alarms Displays a table that lists information about the typ of alarm that was triggered, the time and date
when the alarm was generated, severity and activity associate with the alarm.

&

Click the < icon to refresh the contents of the tables within these tabs. You can also customize the tables by clicking the icon.

You can also make use of the Search box to look for specific information within the tables.
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Creating and Managing Groups

Unleashed Multi-Site Manager allows you to create and edit device groups, and to assign devices to existing device groups. Each device
can be assigned to a single device group at a time, and can be moved to a different device group at any time.

1. After you to login to the Web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software.
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In Devices, under the Unselected Devices section, select the devices that you want to group by checking the box against the

2.
From the device group hierarchy, select device under which you want to create the group and click the
The Create a Group page appears.
FIGURE 16 Creating a Group
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In Group Name, type the name of the group you want to create.
device. Those selected are populated under the Selected Devices section.
5. Click Save to confirm the grouping.
A success message is displayed after the group is created.
6. Click OK.

The newly created group is listed under the device hierarchy.

Editing a Group

44
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Select the group and click the & icon.

The Edit a Group page appears.

FIGURE 17 Editing a Group
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8. Make the necessary changes and click Save.

You have successfully edited the group.

Editing Device Properties
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To delete a group, select it and click the ® icon above the device hierarchy tree.

Editing Device Properties

You can edit a device’s tag name, location, GPS coordinates and Web port mapping.

1.

After you to login to the Web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software.
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2. From the list of devices, select the device for which you want to edit the propertied, then click Edit.

The Edit dialog box appears.

FIGURE 18 Edit dialog box
Edit

Tag: dafdzafdsa
Location:
GPS Coordinates: Latitude: 22 581358 Longitude: 11395728

Web Port Mapping: 172.18.110.234 : 443 =—= 17218.110.234 ; 443

Save Cancel

3. Modify the following configuration settings:
e Tag: Type the device tag name.
e |ocation: Type the location of the device.
e  GPS Coordinates (Latitude and Longitude): the software uses these to position the device icon on the map.

e Web Port Mapping: The port number after the IP address indicates the protocol that you can use to gain access to the
device’s Web interface. Default port number is 433 for HTTPS protocol.

4. Click Save.

A success message is displayed after the device properties are saved.
5. Click OK.

The new configuration changes for the device are saved and refreshed in the table.

Blocking Devices from the Software

If devices within the network seem unauthorized or are a threat to security, you can use the software Web interface to block the device. You
can block one or more devices at a time.

1. After you to login to the Web interface, select ZDs & Unleashed from the menu in the left.
The ZDs & Unleashed page appears listing all the devices managed by the software.
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2. From the list of devices, select the device you want to block and then click Block.

A confirmation message appears asking if you want to block the devices from the software.

FIGURE 19 Block screen

Are you sure?

This device will be blocked from Unleashed Multi-Site
Manager

Yes, block itl
3. Click Yes, block it!.

The device is blocked, and Unleashed Multi-Site Manager no longer manages the device.

Backing Up Device Configuration Files

You can create configuration backup files for all the devices managed by the software, to recover configuration settings in the event of a
device failure. The backup files can be created for single or multiple devices.

Ruckus strongly recommends that you periodically back up the settings of your ZoneDirector and Unleashed devices, to make sure that you
can easily recover the configuration settings if they ever become corrupted.

NOTE
The number of ZoneDirector (ZD) and Unleashed configuration backups to retain in the software database for each ZD and

Unleashed is limited to 10.

1. After you to login to the Web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software.
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2. From the list of devices, select the device for which you want to back up the configuration values and then click Backup &
Restore.

The Configuration Backup & Restore form for the device appears.

You can select multiple devices by pressing CTRL + click the device.

FIGURE 20 Backing Up Configuration

Config Backup & Restore for fm_zd_1200

Choose an Operation

g Backup = Restore

Configuration File Settings

Task Name:
Upload FTP&Folder ¢ (Default folder is ")
Ech&dul& Backup

Frequency Weekly -

Day of the Week Sunday -

Time of Day 700

Max number of backup files for each ZDis 10

KN -

In Choose and Operation, select Backup.
In Configuration File Settings, enter the following:
e Task Name: type the name of the backup file. Use a descriptive name that helps you identify this backup configuration

e Upload FTP & Folder: select the check box and type the workstation folder and the software will upload the backup file to the
FTP server.

e  Schedule Backup: select the check box to schedule when you want to back up of the configuration.

After you select the check box, the Frequency and Time of Day options are displayed. Select the options from the drop-down
menu as appropriate. In Frequency, if you select Weekly or Monthly, the corresponding Day of the Week or Day of the Month
options are displayed, respectively.

5. Click OK.
A success message is displayed after the task is created.

You can view the created task from Monitor > Task.
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6. Click OK.

The schedule to backup the device configuration is created.

Restoring Device Configuration

Unleashed Multi-Site Manager enables you to restore device settings easily from a backup file. You have the option to perform full restore,
failover restore or a policy-level restore to another device.

Before performing a restore procedure for the device, make sure that you have at least one backup file that you can use to restore the
device settings.

Restoring device settings from a backup file overwrites the current settings with those contained in the backup file. When performing the
restore procedure, make sure that you are restoring the correct backup file.

Also ensure that you are selecting the appropriate restore type. For example, when you only want to restore the wireless, access control,
and user settings, make sure you select Policy Restore. Selecting Full Restore overwrites all existing device settings, including the IP
address, system name, user name, and password.

An ‘Unleashed ID’ is automatically generated by the system for each unleashed network. This ID is reset when the device is set to factory
default, and may be overwritten when device configuration is restored (depend on which restore option are selected).

NOTE
The number of ZoneDirector (ZD) and Unleashed configuration backups to retain in the software database for each ZD and

Unleashed is limited to 10.

1. After you to login to the Web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software.
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2. From the list of devices, select the device for which you want to restore the configuration values and then click Backup & Restore.

The Configuration Backup & Restore form appears.

FIGURE 21 Restoring the Configuration

Config Backup & Restore for fm_zd_1200

Choose an Operation

= Backup gy Restore

Select Configuration File(s)

Task MName:
Restore Type: ()] Full Restore ()] Failover Restore i@ Policy Restore
ZD1200 10.0.0.0.1424 {1 selected) ddddddddd(171406000001_: «
Specify a time to perform this task

@ Restore now

i Schedule restore later:

OK Cancel

3. In Choose and Operation, select Restore.
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4. In Configuration File Settings, enter the following:
e Task Name: type the name of the restore task the you want to create. Use a descriptive name that helps you identify this task.
e Restore Type: choose one of the following

—  Full Restore: Restores all settings from the backup file, including the IP address, system name, user name, and
password. Use this restore type to overwrite all current settings of a device with those from the backup file. For example,
if the configuration file of a device becomes corrupted, then you can use full restore to recover the device.

—  Failover Restore: Restores all settings from the backup file, except the system name, IP address, user name, and
password. Use this restore type when you want to configure a secondary device as a failover unit. After configuring the
secondary device, deploy it to the same network as the primary device. If the primary device fails for any reason, then all
APs managed by the primary device are able to report to the secondary device automatically. If you choose this restore
type, then you need to manually configure the IP address, system name, user name and password of the secondary
device.

—  Policy Restore: Restores only the wireless, access control, role, and user settings from the backup file. Use this restore
type when you want to apply the same set of common settings to multiple devices. You need to first configure one
device with your preferred wireless, access control, role, and user settings, back up these settings, and then restore
them onto the target devices.

e Device Selection (ZD or Unleashed): from the drop-down menu, choose the target configuration file to restore.

e In Specify time for this task, specify when you want the task to run. To run the task immediately, click Restore now. To
schedule the task, click Schedule restore later and then select the date and time.

5. Click OK.
A success message is displayed after the task is created.

You can view the created task from Monitor > Task.
6. Click OK.

The configuration restore task is created.

Deleting Devices Managed by the Software

If you do not want Unleashed Multi-Site Manager to manage a device(s), you can delete it. You can delete one or more devices at a time.

1. After you to login to the Web interface, select ZDs & Unleashed from the menu in the left.

The ZDs & Unleashed page appears listing all the devices managed by the software.
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2. From the list of devices, select the device or set of devices you want to delete, and then click More > Delete.

A confirmation message appears asking if you want to delete the device(s) from Unleashed Multi-Site Manager.

FIGURE 22 Delete screen

Are you sure?

You will not be able to recover those selected itemsl [,
00:1f:42:00:07:01]

Yes, delete itl MNo, keep it

The device(s) is deleted, and the software no longer manages it.

3. Click Yes, delete it!.
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About the Monitor Page

The Monitor page allows you to view events that have occurred on the software and managed devices, and to configure alert notifications
for connectivity issues that occur on various device views. It also provides SpeedFlex, which you can use to measure the throughput from
one device to another, and to view basic information about a specific client.

About User Customized Alarms

The operator can define customized threshold crossing alarms (alerts) for various events crossing operator-defined thresholds. These
alarms can be sent as SNMP traps to SNMP servers, and/or via an email to a group or user, and/or to a syslog event. Refer to Configuring
Alarm Settings on page 56 for configuration instructions.

Setting user customized alerts requires defining two thresholds per event type, and then activating the corresponding alarms for the event
type.

For instance, if the event type is AP # of clients and the thresholds are 100 and 200 clients, then Unleashed Multi-Site Manager can send
alarms:

e When the client count goes up to 100 (send low-threshold alarm set TCA)
e When the client count goes up to 200 (send high-threshold alarm set TCA)
e When the client count goes down to 200 (send high-threshold alarm clear TCA)

e When the client count goes down to 100 (send low-threshold alarm clear TCA)

NOTE
For any alarms to be sent, the SNMP server information and/or email system information must be configured as described in
Configuring Alarm Settings on page 56 before Unleashed Multi-Site Manager can send the alarms.

Available Alarm Event Types

e AP # of channel changes (number of channel changes in the last hour)

e AP # of clients (number of concurrently connected clients)

e AP # of reboot (number of times in the last hour that the AP has rebooted)

e AP jost connection (number of hours the AP has been continuously disconnected)
e AP fraffic (AP traffic, megabytes for the last hour)
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e Unleashed Multi-Site Manager server CPU usage (Software CPU usage exceeds the threshold X percent 3 times continuously)

e 7D CPU usage (ZoneDirector CPU usage exceeds the threshold X percent 3 times continuously)

Monitoring Alarms

Alarms are a type of event that typically warrants your attention. Alarms are generated by managed access points and ZoneDirector devices
and the software server.

Alarms vary in severity. The following are the four alarm severity levels in Unleashed Multi-Site Manager (from highest severity to lowest
severity):

e  Critical
e Major

e Minor

e Warning

Viewing and Acknowledging Alarms

Acknowledging an alarm lets other Unleashed Multi-Site Manager administrators know that someone is already looking into the issue.

1. Go to Monitor > Alarms. The Active tab, which lists the most recent alarms, appears by default. The History tab displays older
alarms that have been acknowledged.

FIGURE 23 The Alarms page

Alarms

Dashbeard

Active History
Info
Filter Rows where:  [Severity [ [Exactly equals I [warning [®land or ©

Monitor

Query  Delete All Filters

List of Alarms. \\
Date/Time Alarm Type Severity Device Name Activity Acknowledge Ack Time
Alarm Settings
g 07/10 07:32 AP # of channel changes Warning | fm_zd_1200 AP[ec:8c:a2:3a:16:90]'s number of channel changes exceeded the threshold [4 Acknowledge
06/28 12:00 AP channel change EjoE fm_zd_1200 AP[R510_1690@ec:8c:a2:32:16:90] detects interference on radio [11g/n] and s Acknowledge

Events

06/28 17:30 AP channel change MiSjorMl fm_zd_1200 AP[R510_1690@ec: :3a:16:90] detects interference on radio [11g/n] and s Acknowledge
06/28 17:40 AP channel change MSjorMl fm_zd_1200 AP[R510_1690@ec:8c:a2:3a:16:90] detects interference on radio [11g/n] and s Acknowledge
06/29 11:20 AP channel change MESoE fm_zd_1200 AP[R510_1690@ec:8c:a2:32:16:90] detects interference on radio [11g/n] and s

06/2912:21  Client rejoin with vian isioEl fm_zd_1200 User[bB:e8:56:02:63:94] rejoins WLAN[1] from AP[FMzeji €71] with vian. Acknowledge
06/29 13:50 AP channel change MiSjorMl fm_zd_1200 AP[R510_1690@ec:8c:a2:32:16:90] detects interference on radio [11g/n] and s Acknowledge

06/2918:10 AP channel change MaEE fm_zd_1200  AP[R510_1690@ec: :32:16:90] detects interference on radio [11a/n] and s Acknowledge

06/29 18:11 AP channel change MEOE fm_zd_1200 AP[R510_1690@ec: 13a:16:90] detects interference on radio [11a/n] and s Acknowledge
06/30 08:00 AP channel change iEjorMl fm_zd_1200 AP[R510_1690@ec:8c:a2:32:16:90] detects interference on radio [11g/n] and s Acknowledge

:33:16:90] detects interference on radio [11g/n] and s Acknowledge

Client Trend

07/04 13:28 AP channel change Major fm_zd_1200 AP[R510_1690@ec:

[
[

07/01 02:51 AP channel change Major fm_zd_1200 AP[R510_1690@ec:
I :30:16:90] detects interference on radio [11a/n] and s Acknowledge
[

07/04 13:28 AP channel change &Gl fm_zd_1200 AP[R510_1690@ec:8c:a2:3a:16:90] detects interference on radio [11a/n] and s Acknowledge

2. To acknowledge an alarm, click the alarm Acknowledge link.

The software moves the alarm to the History tab, the Acknowledge column displays Yes, and the Ack Time column displays the
date and time when the alarm was acknowledged.

3. To view other alarms that have already been acknowledged, click the History tab.
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Filtering Alarms

Use the Info section on the Active and History tabs to filter alarms based on a set of criteria.

1. On either the Active or History tab, go to the Info section. To search for alarms, you need to specify the criteria of the alarms that
you want to display.

FIGURE 24 Creating a filter for ZD 1200 alarms

Alarms

Active History

Info

Filter Rows where:  [EEYIeSNEnIE |®| [Contains ] 1200

w
=
5]

€

Query | Delete Al Filters

List of Alarms O
Date/Time Alarm Type Severity Device Name Activity Acknowledge Ack Time
07/10 07:32 AP # of channel changes Warning  fm_zd_1200 AP[ec:8c:a2:3a:16:90]'s number of channel changes exceeded the threshold [4 Yes 07/18 13:15
06/28 12:00 AP channel change Major fm_zd_1200 AP[R510_1690@ec:8c:a2:3a:16:90] detects interference on radio [11g/n] and s Acknowledge
06/28 17:30 AP channel change Major fm_zd_1200 AP[R510_1690@ec:8¢:a2:3a:16:90] detects interference on radio [11g/n] and s Acknowledge

06/28 17:40 AP channel change Major fm_zd_1200 AP[R510_1690@ec:8c:

]
16:90] detects interference on radio [11g/n] and s Acknowledge
]

06/29 11:20 AP channel change Major fm_zd_1200 AP[R510_1690@ec:8c:a2:3a:16:90] detects interference on radio [11g/n] and s Acknowledge

2. Inthe first drop-down list box after Filter Rows where, select the filter attribute that you want to use. Options include Date/Time,
Alarm Type, Severity, Device Name, and Acknowledge status.

3. Inthe second drop-down list box, select the filter operator that you want to use. Available filter operators include:

Exactly equals. Filter alarms with attributes that exactly match the filter parameter you entered. For example, if you selected
Severity as the attribute and you entered Critical as the filter parameter, then only critical alarms appear in the filter results.

Contains (available only if Device Name is selected in the first drop-down list): Filter devices with attributes that include the
filter parameter you entered. For example, if you entered Ruckus as the Device Name filter parameter, then all devices with
“ruckus” in the device name (for example, ruckusAP and APruckus) appear in the filter results.

Starts with (available only if Device Name is selected in the first drop-down list): Filter devices with attributes that start with the
filter parameter you entered. For example, if you entered Ruckus as the Device Name filter parameter, then only devices with
device names that begin with “ruckus” (for example, ruckusAP1, ruckusAP2) appear in the filter results.

Ends with (available only if Device Name is selected in the first drop-down list): Filter devices with attributes that end with the
filter parameter you entered. For example, if you entered AP as the Device Name filter parameter, then only devices with
device names that end in “AP” (for example, ruck- usAP, 1obbyAP) appear in the filter results.

Later than or Earlier than (available only if Date/Time is selected in the first drop-down list): Filter alarms based on the
specified date and time.

After you select a filter operator, a third (text) box appears.

4. Inthe text box, type the filter parameter that you want to use with the attribute and operator that you selected. The required filter
parameter depends on the attribute that you selected in the first drop-down list box.

If you selected Date/Time, then select a date and time in the text box.

If you selected Alarm Type, then select a specific alarm that you want to filter.

If you selected Severity, then select a severity level (Warning, Minor, Major, Critical) that you want to filter.
If you selected Device Name, then type the partial or full string of the device name that you want to filter.

If you selected Acknowledge, then select the acknowledgment status (No, Yes, Recovered, Duplicate) that you want to filter.
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If you want to add another filter, then click E A second filter layer appears below the first. Complete the filter options as in the
first filter. You can add up to three additional filters.

6.  When you complete setting up the search filters, click Query.
The software displays the alarms that match the filter criteria.

You have completed filtering alarms.

Alarm Settings

The Alarms Settings page allows you to configure email notification for user defined alarms, edit user defined alarms and events. These
functionalities are captured under three sections, namely Email Notification, User Customized Alarm and Event Selection.

FIGURE 25 Alarm Settings

Alarm Settings
Abarm Lkt Setling
Erabia starm Lht= % Yoa 1
[ma® Notiticatian

[Emall Lint Wlorm Servarity Creais Baer Creats Time Actionn

g

The Email Notification section displays the users and their respective email addresses to which email notification are send when alarms are
generated. The section also displays the severity level of those alarms which you have opted to be notified to each user along with the time
when each user was created to receive the notification.

All the available user defined alarms are displayed under the User Customized Alarm section.
The Event Selection section displays all the events which triggers the alarm. These events are categorized under the following five tabs.
e  System Admin
e Mesh
e  Configuration
e (Client
e AP Admin

e Performance

Configuring Alarm Settings

1. Go to Monitor > Alarm Settings. The Alarm Settings page appears.
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2. Configure the Enable Alarm Light section. When the alarm lights are enabled, they appear on the Help and Logout bar in the upper
right corner of the Web interface.

e To enable the alarm lights (default), select Yes.
e To disable the alarm lights, select No.
Click the Save button in the Enable Alarm Light section.

3. In the Email Notification section, configure the email alarm groups, including email addresses to which alarm notifications are sent
and alarm severities.

e To create a new email notification, click Create New Notification Email Group link under the Email Notification section and
then:

— In Severity Criteria, select the check boxes for the alarm severity that you want to send notifications for: options include
All, Critical, Major, Minorand Warning.
—  Enter the email addresses to send natifications to; use a semi-colon (;) to separate multiple email addresses.

NOTE

To edit an existing email notification entry, in Email Addresses, click Edit and then in Severity Criteria, select the check
boxes for the alarm severity for which you want to send notifications: options include Af, Critical, Major, Minor and
Warning. Also enter the email addresses to send notifications to; use a semi-colon (;) to separate multiple email
addresses. Click the Save button in the Email Notification section the changes.

4. From the Select Zone Director tab, select the device to be monitored from the list so that email notifications are sent for the alarms
generated for these devices and click Save.

From the Select Alarm Type tab, select the alarm types which you want to generate for the selected devices and click Save.

Click Edit and then configure the alarm types in the User Customized Alarm section by assigning a severity level and setting a
threshold value to each alarm type.

Among others, these alarms include:

e AP # of channel changes: Triggered when the number of channel changes per AP crosses either of the specified thresholds.

e AP # of clients. Triggered when the number of clients per AP crosses either of the specified thresholds.

e AP # of reboot. Triggered when the number of reboots per AP crosses either of the specified thresholds.

e AP Jost connectior. Triggered when an AP is continuously disconnected for the either of the specified thresholds (numbers of
hours).

e AP traffic. Triggered when traffic on an AP crosses either of the specified thresholds (traffic in MB).

e Unleashed Multi-Site Manager server CPU usage: Triggered when CPU usage on Unleashed Multi-Site Manager crosses
either of the specified thresholds (CPU usage percentage).

e 7D CPU usage: Triggered when CPU usage on a ZoneDirector crosses either of the specified thresholds (CPU usage
percentage).
Click the Save button in the User Customized Alarm section.
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7. Configure the Event Selection section by selecting (enabling) events that trigger alarms.
Events are categorized into the following tabs:

e System Admin

e Mesh

e Configuration
e Client

e AP Admin

e Performance

8. Select each tab under the Event Selection section, click the Edit button at the bottom of the section, and then select the check
boxes for events that trigger alarms. You can also change the severity level that is assigned to each event.

9. Then click the Save button in the Event Selection section.

You have completed configuring the alarm settings.

Monitoring Events

Unleashed Multi-Site Manager keeps a record of all events that occur on the server and managed ZoneDirector devices.
The Events section displays system events that have been reported by the managed Ruckus devices. The List of Events table columns
include:

e Date/Time: When the event occurred.

e Event Type: Ruckus designated event title.

e Sev: Severity of the event.

¢ Device Name: Name of the device.

e Activity: A description of the event.
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Search Using the Events Search Criteria

NOTE
When you save your query parameters as a view, any new events that occur after you create the view and meet the query criteria
are automatically added to the saved view.

2.

Go to Monitor > Events.

FIGURE 26 Using Search Criteria to search for an event

s @ i

Trial License( ABCDEFG) will expire at Tue Oct 17 10:14:46 CST 2017  2017/07/21 14:29:23 1593 Major Alarms Bhumika Help
Dashboard Events
Events Search Criteria
ZDs & Unleashed Filter Rows where: | [ B and o ®
Query  Delete Al Filters
Monitor
List of Events O
ST Date/Time Event Type Sev Device Name Activity
07/21 14:00 AP channel change & Freddy_RrR720 AP[r720@0c:f4:d5:13:35:60] detects interference on radio [11a/n/ac] and switches from channel [161] to channel [44].
St 07/21 14:00  Rogue interference detected 5 Freddy_12002 A rogue[d8:38:fc:33:af:ac] with SSID[Freddy_R610] interferes with AP[AP@d4:68:4d:08:23:50] on channel [36]
07/21 14:00 Rogue AP detected & ruckus-1200-K A new rogue[94:f6:65:aa:3b:fd] with SSID[etu-macz] is detected
07/2114:00  Rogue AP detected &  Freddy3ki A new rogue[94:f6:65:aa:3b:fd] with SSID[etu-macz] is detected
07/21 13:59  malicious ap disappears &) kenneth-zD-9132 A Malicious rogue[6c:aa:b3:1a:70:3c] detection by AP[f0:3e:90:07:8c:e0] goes away.
07/21 13:59 AP channel change €] Freddy_R720 AP[r720@0c:f4:d5:13:35:60] detects interference on radio [11g/n] and switches from channel [4] to channel [8].
iiguration 07/21 13:58  malicious ap disappears Ej kenneth-ZD-9132 A Malicious rogue[2¢:5d:93:98:0f:b9] detection by AP[f0:3e:90:07:8¢:e0] goes away.
07/21 13:58  malicious ap disappears &  kenneth-zD-9132 A Malicious rogue[6c:aa:b3:9a:70:38] detection by AP[24:c9:a1:03:26:80] goes away
SpeedFlex 07/2113:58 malicious ap disappears &  kenneth-ZD-9132 A Malicious rogue[f0:b0:52:29:28:99] detection by AP[34:8f:27:12:c7:d0] goes away.
07/2113:57  Client unblock \, corporate-networkl  Remove temporary blocking of Client[b8:8a:60:b9:dc:aa].
ccessEontlien Export As xS File | CSV File Edit Columns 10 More Records 1 - 10 of 71777 [© ol me

Look for the Events Search Criteria section. To search for events, you need to specify the criteria of the devices that you are
looking for.

In the first drop-down list box after Filter Rows where, select the search attribute that you want to use. Options include Date/Time,
Event Type, Sevierity)and Device Name.

In the second drop-down list box, select the search operator that you want to use. Available search operators include:

Exactly equals. Search for devices with attributes that exactly match the query parameter you entered. For example, if you
selected Model as the attribute and you entered zD3250 as the search parameter, then only devices of this model appear in
the search results.

Contains: Search for devices with attributes that include the query parameter you entered. For example, if you selected Serial
Number as the attribute and you entered 100 as the search parameter, then all devices with “100” in the serial number (for
example, 100903000031 and 110901000282) appear in the search results.

Starts with. Search for devices with attributes that start with the query parameter you entered. For example, if you selected
Serial Number as the attribute and you entered 3208 as the query parameter, then only devices with serial numbers that
begin with “3208” (for example, 320833000219) appear in the search results.

Ends with. Search for devices with attributes that end with the query parameter you entered. For example, if you selected
Serial Number as the attribute and you entered 011 as the query parameter, then only devices with model names that end in
“001” (for example, 100903000001) appear in the search results.

Later than or Earlier than (available only if Date/Time is selected in the first drop-down list): Filter alarms based on the
specified date and time.

After you select a search operator, a third (text) box appears.
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5. Inthe text box, type the search parameter that you want to use with attribute and operator that you selected. The search
parameter can consist of numbers or letters (depending on the attribute that you selected in the first drop-down list box) and can
be a partial or full string. Refer to the previous step for search examples.

If you want to add another search filter, click and or or, and then click E A second filter layer appears below the first. Complete
the search filter options as in the first filter. You can add up to three additional search filters.

7. When you complete setting up the search filters, click Query. The software displays the devices that match the search criteria.

Search Using the Search Box

A search box exists at the bottom right area of the List of Events section. You can use this search box to search for events that have
occurred on Unleashed Multi-Site Manager or any of the managed devices.

NOTE
When you save your query parameters as a view, any new events that occur after you create the view and meet the query criteria
are automatically added to the saved view.

1. Type a search string into the box.

The search string could be a partial or full string and can consist of numbers or letters or a combination of both.

FIGURE 27 The device property that matches the search string is highlighted in the search results

Events
Events Search Criteria
Filter Rows where: ‘ = | I and o @
Query | Delete All Filters

List of Events O
Date/Time  Event Type Sev Device Name Activity
08/09 13:.. Rogue AP detected ‘l’i‘ ruckus A new rogue[94:f6:65:fb:€9:09] with SSID[Diana-08] is detected
08/09 13:... Rogue AP detected q ruckus-1200-9102 A new rogue[24:79:2a:94:c7:69] with SSID[0-Bridge-Mac] is detected
08/09 13:... AP channel change EZE FreddyTe00 AP[d8:38:fc:11:8f:f0] detects interference on radio [11g/n] and switches from channel [8] to channel [11].
08/09 13:.. Rogue AP detected q FreddyT600 A new rogue[0c:f4:d5:93:38:18] with SSID[0xe58d8ee7be8eed4bc98e7a...] is detected
08/09 13:.. Rogue AP detected Lq FreddyT600 A new rogue[d4:68:4d:24:d3:78] with SSID[0-1v-wpa2] is detected
08/09 13:.. AP channel change f—,? FreddyT600 AP[dB:38:fc:11:8f:f0] detects interference on radio [11a/n/ac] and switches from channel [153] to channel [149].
08/09 13:... Rogue AP detected 5,? Freddy_ZD9131 A new rogue[ec:8c:a2:17:84:9c] with SSID[8ryan-nat] is detected
08/09 13:.. Rogue AP detected fﬂ Freddy ZD9131 A new rogue[58:b6:33:0a:99:4¢] with SSID[connectMe] is detected
08/09 13:... malicious ap disappears fnﬁ kenneth-ZD-9132 A Malicious rogue[f0:b0:52:a9:28:99] detection by AP[f0:3e:90:07:8c:e0] goes away

08/09 13:... Client roam out corporate-networkl AP[RS10-Tibet Conf@f0:3€:90:07:91:20] radio [11a/n/ac] detects User[host/SZX-LGZNSRC2.corp.brocade.com@b8:8a:60:b9:d7:b9] in WLAN[HEE{SH] ro:

3

Export As| XLS File | CSV File Edit Columns 10 More Records 1 - 10 of 60956 I:l L) x e

2. Press <Enter>.

Unleashed Multi-Site Manager searches all its database columns for a match to the string that you entered, and then displays the results in
the List of Events table.

Additional Search Tasks That You Can Perform

After the search results appear, you can perform the following tasks:

e Save the search results as XLS (Microsoft® Excel® file format): In Export As, click XLS File. When the download is complete, open
the file and useSave As option to save the XSL file to the desired location.
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e  Save the search results as CSV (comma-separated value file): In Export As, click GSV File. When the download is complete, use
the Save As option to save the CSV file to the desired location.

Event Configuration

This page displays the configured events, configured ZDs and configured task logs.

NOTE
Events can be configured only for ZD. Unleashed does not support event configuration.

FIGURE 28 Event Configuration

® A : e

e(ABCDEFG) will expire at Tue Oct 17 10:14:46 CST 2017  2017/07/21 15:31:51 1616 Major Alarms Bhumika Help
o = =
paibesy Event Configuration
Event Configuration Configured ZDs Config Task Log
ZDs & Unleashed
Event Configuration O
Moritor ID  Configuration Name Created On Created By Action
1 Default Event Configuration May. 25 2017 15:57:04 admin@ruckus.com Assign ZDs
AL 2 dafdsfds Jun. 16 2017 10:24:24 admin@ruckus.com Assign 7Ds Edit Delete Copy
s
Alarm Settings
Events
Event Configuration
SpeedFlex Edit Columns 1-20f2 @I Ee
Access Point Trend Create a New Event Configuration

The Event Configuration tab list all the configured events. The Configured ZDs tab displays all existing Zone Director devices. You can filter
the displayed out put based on the selection you make from the Select a ZD view drop-down. This can be further filtered by creating a raw
based filter query based on IP Address, IPV6 Address, Controller name, Model, and Serial Number.

Multiple filter queries can be clubbed by clicking the "+" sign against each query row. Once all your filter queries are entered, click te Query
button on the bottem right corner of the page to run the query and fetch the result. The result is displayed in the List of ZDs section.
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FIGURE 29 Filtering Configured ZDs

Event Configuration Configured ZDs Config Task Log

List of ZD Configurations

Select a ZD View: WT
Filter
Filter Rows where:  [Ip Address v [Exactly equals = 10.11.157.188 and @
[Controller Name v [Exactly equals v kennet-zD-9132 and @ @

Delete All Filters

Query
List of ZDs \}
Controller Name IP Address IPv6 Address Model Serial Number Configuration
kenneth-ZD-9132 10.11.157.188 ZD3500 211208000191 Default Event Configuration

To create a new event configuration, click the Create a New Event Configuration button. The poge gets refreshed to display the New Event
Configuration section.

FIGURE 30 New Event Configuration

Create a New Event Configuration

New Event Configuration

New Event Configuration Name:

System Admin Mesh Configuration Client AP Admin Performance

System Admin

Event Type Description

¥ ZD System Failure Recovered ZD system failure recovered.
AC DHCP pool full ZD's dhcp pool is full.
AC DHCP pool full clr ZD's dhcp pool is abundant.
radius auth unavailable RADIUS authentication server [{ip}] unavailable.
spectrum disabled Spectrum analysis of AP[{ap}] is disabled.
spectrum enabled Spectrum analysis of AP[{ap}] is enabled.

Save Cancel

Enter a name for the configuration in the New Event Configuration Name text field. All available event types are calcified under the System
Admin, Mesh, Configuration, Client, AP Admin and Performance tabs. Make selections as required under these tabs and click the Save
button on the bottom right corner of the page, to save the new configuration. The newly created configuration will now appear under the
Event Configuration tab.

The list of task logs are displayed under the Config Task Log tab.
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FIGURE 31 Task Logs

Event Configuration
Event Configuration Configured ZDs Config Task Log
List of Task Logs \\

ID Task Name Created On Created By Status Action

Edit Columns 2 ‘3‘1 g}ﬂ

Measuring Throughput Using SpeedFlex

Unleashed Multi-Site Manager includes a wireless performance tool called SpeedFlex that you can use to measure the downlink and uplink
throughput between any of the following devices:

e 7D or Unleashed
e An AP that ZD or Unleashed is managing

e Awireless client that is associated with ZD-managed AP or unleashed-managed AP.

NOTE
When performing a site survey, you can use SpeedFlex to help find the optimum location for APs on the network with respect to
user locations.

CAUTION
A For SpeedFlex to work, the devices that you are testing must not be behind a NAT server. If one of the devices is behind a NAT
server, then the test fails because SpeedFlex is unable to communicate with the device behind the NAT server.

To use SpeedFlex, you must first create a SpeedFlex task to assign the destination and source devices. When you create the task, you can
also set it to run based on a recurring schedule.
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Creating a SpeedFlex Task

Creating a SpeedFlex task requires that you specify the destination and source devices for running the test.

1.

2.

3.

Go to Monitor > SpeedFlex.

FIGURE 32 SpeedFlex Window

(C] A 2 (2]
T ense(ABC T 7 2017/07/21 16:1%:14 1631 Major Alarms Bhumika Help
Dashboard SpeedFlex
List of SpeedFlex Tests o
ZDs & Unleashed
Select Test Name Source Device Dest Device Schedule Last Runtime Up Dn Mesh Multi-hops Action Result
afdsafdsa  172.18.110.234(fm_zd_1200) 172.18.131.6(R510_1690) Jul. 212017 15:09:48  Yes Yes No Edit  Test failed
ooy dafdsafds  172.18.131.6(R510_1650) 172.18.110.234(fm_zd_1200) Monthly 31 10.5PM  Jun. 30 2017 22:30:00 Yes Yes No Edit  Up:95.8Mbps: Dn:95.7Mbps
Alarms
Alarm Settings Edit Columns 1-20f2 [P | o me
Run Test(s) | Delete | Create Test
Events
figuration
SpeedFlex
Access Point Trend
Click the Create Test button.
The New SpeedFlex Test form appears.
SpeedFlex
List of SpeedFlex Tests O
Select TestName Source Device Dest Device Schedule Last Runtime Up Dn Mesh Multi-hops  Action Result
afdsafdsa 172.18.110.234(fm_zd_1200) 172.18.131.6(R510_1690) Jul. 21 2017 15:09:48 Yes Yes No Edit Test failed
dafdsafds ~ 172.18.131.6(R510_1690) 172.18.110.234(fm_zd_1200) Monthly 31 10.5PM  Jun. 30 2017 22:30:00 Yes Yes No Edit  Up:95.8Mbps: Dn:95.7Mbps
Edit Columns 1-20f2 [O ] o Heo
Run Test(s) Delete Create Test
New SpeedFlex Test
Mesh Multi-hops Test
Source Device Dest Device ¥ Up Link ® bn Link Run

Test Name Schedule Test Save Cancel

If you want to measure the throughput between hops (devices between the source and destination devices) in a mesh topology,
then select the Mesh Multi- hops Test check box. If you want to measure the throughput between the source and destination
devices only, then make sure that the Mesh Multi-hops Test check box is clear.
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4. In Source Device, click the button with the ellipsis (...). The Select Device window appears.

FIGURE 33 Select Device

Select Device

Select devices in the View  [all Devices 7]

List of Devices

Device Name Serial # IP Address Model Actions
corporate-networkl 051608001840 172.18.110.188:443 ZD1200 Detail Select
FM_UN_R310 un2915090001791500518565704 192.168.22.251:443 UNLEASHED Detail Select

FM_UN_R500 un5214745085921500518365716 192.168.24.249:443 UNLEASHED Detail Select

FM_UN_T300 un1815849072031500518752089 192.168.25.251:443 UNLEASHED Detail Select

fm_zd_1200 171406000001 172.18.110.234:443 ZD1200

Edit Columns 10 More Records  Show All 1 - 5 of 19(2) [© oLl Ee

Close

a) In Select devices in the View, select the device view to which the source device belongs.

The List of Devices table refreshes, and displays the devices that belong to the selected view.
b) Look for the device that you want to assign as the source device, and then click the Select link (in the Actions column) that is
in the same row as the device name. The software returns you to the Monitor > SpeedFlex window.

NOTE

You can only run SpeedFlex tests on devices that support the SpeedFlex feature and that are currently online. If the
Select link does not appear in the same row as a particular device, then that device may be offline (check the
Connection column) or may not support the SpeedFlex feature.

In Dest Device, repeat the steps your performed in Step 4, but this time, select the destination device.
Specify the traffic direction (uplink and downlink) for which you want to perform the throughput test. By default, both Up Link and
Dn Link check boxes are selected, which means that Unleashed Multi-Site Manager tests the throughput for both directions.

NOTE
When you want to run the SpeedFlex test without saving it, skip the remaining steps and click the Run button now.

7. In Test Name, type a name that you want to use for this SpeedFlex test.

After you save this test, it appears in the List of SpeedFlex Tests with the test name that you assigned.
8. If you want this test to run automatically based on a recurring schedule, then do the following:

a) Select the Schedule Test check box. The Schedule form appears below.

O

) In Frequency, select how often you want this test to run.

(¢

) In Time of Day, select the time when this test runs.

o

) In Email report to, type the email address to which the SpeedFlex test results are sent. When you want to send the report to
multiple email addresses, use a comma (,) or semicolon (;) to separate the email addresses.

9. Click Save.

The List of SpeedFlex Tests table refreshes, and then the test that you created appears in the table.
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Running a SpeedFlex Task

In addition to scheduling when you want a SpeedFlex task to run, you can also run it manually.

1. Go to Monitor > SpeedFlex.

2. In List of SpeedFlex Tests, select the check box for the SpeedFlex test that you want to run. When you want to run multiple tests
at the same time, select the check boxes for all the SpeedFlex tests that you want to run.

3. Click Run Test(s). The SpeedFlex Performance Test window appears and displays a speedometer that indicates the downlink and
uplink throughput detected by Unleashed Multi-Site Manager. When both downlink and uplink throughput values appear, the
SpeedFlex test is complete.

If you selected multiple SpeedFlex tests to run, then the software runs the tests sequentially and shows all test results on the same
page.

FIGURE 34 SpeedFlex test result sample

W o
390.7Mbps
pht-loss 0%

W

66.5Mbps
pht-loss (0%
Source Destination Up Link Dn Link
66.5Mbps 90.7Mbps
192.168.77.153 192.168.77.215 pkt-loss :0% plt-loss :0%
Created Created On: Jul. 27 2010
By: admin@ruckus.com 16:32:31

)t @) Ciose

Editing a SpeedFlex Test
When you want to change the traffic direction to test, change the test name, or change the test schedule, you can edit the SpeedFlex test.
1. In List of SpeedFlex Tests, look for the SpeedFlex test that you want to edit.
2. Click the Edit link that is in the same row as the test name.
The New SpeedFlex Test form appears below.

3. Edit the test details as required.
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Click Save.

Deleting a SpeedFlex Test

When you no longer need a SpeedFlex test that you created previously, you can delete it.

1.
2.

3.

In List of SpeedFlex Tests, look for the SpeedFlex test that you want to delete.

Select the check box (in the Select column) that is in the same row as the test name.
You can select more than one test name to delete at the same time.
Click Delete.

The List of SpeedFlex Tests refreshes, and then the SpeedFlex test that you deleted disappears from the list.

Monitoring Access Point Trends

The Access Point Trend page on the Monitor tab allows you to display basic information about a Ruckus AP. You need to know the AP’s
MAC address to be able to run a query on it.

1.

Go to the Monitor > AP Trend page.

FIGURE 35 Access Point Trend

AP Trend
.,0 MAC or IP or Name or Location | Search | Tips:input mac or ip or name or location te fuzzy matching devices and select ene
Genaral Info Mesh Infe WLANS RADIC Cable Madem Info
AP Name IP Address
Controller Name IPVE Address
Description Status
MAC Address Location
Model Uptime
Serial Number # of Authorized Clients
Software Version AP Group
Amount Connected Time Number of topology changes

# of Associated Clients

In the text box, type the AP MAC address, IP address, name or location, and then select the AP from the list. Click Search. The
software displays the AP’s basic information under four or five tabs:

e General Info: The name and other information about the AP.

e Mesh Info: The mesh type and other information about this AP, when the AP is part of a mesh network.
¢ WLANSs: The Name/ESSID of WLANS, and other information about this AP.

e Radio: The Current Channel used by this AP’s radio.

e Cable Modem Info: When the AP is equipped with an integral cable modem (for instance, ZF7761-CM or ZF7781-CM),
clicking this tab takes you to a cable modem Trends page.
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Monitoring Client Trends

3. To display trending graphs for the AP:

a) Select a Sampling Period.
b) Click Generate Graphs.

The software displays the AP’s trends information at the bottom of the page:

e  Associated Clients
e Traffic Tx and Rx

e  Association State

4. To save AP trending graphs:
a) Click Export to PDF.

b) The software prints the information on the screen to a PDF file on your workstation.

Monitoring Client Trends

The Monitor > Client Trend page allows you to query basic information about a wireless client that is associated with a managed AP. You
need to know the wireless client’s identifying information to be able to run a query on it.

1. Go to the Monitor > Client Trend page.

2. Inthe text box, type the MAC address, IP address, user name or host name of the client which you want to query for basic

information.

FIGURE 36 Client Trend

BROCADE

Dashboard

ZDs & Unleashed

Monitor

Alarms

Alarm Settings

Event Configuration

SpeedFlex

Access Point Trend

Client Trend

68

Client Trend

(C] A 2 (7]

xpire at Tue Oct 17 10:14:46 CST 2017  2017/07/21 16:52:41 1639 Major Alarms Bhumika Help

[ Dbg:saze0icaacier x| ‘ Search ‘ Tips:input mac or ip or user or host name to fuzzy matching devices and select one

General Info

Client Model WLAN
Controller Name corporate-networkl  Channel
AP Name Sam-C110-Desktop ~ Radio Type
MAC Address be:8a:c0:c4:8cief  Signal
Client IP Address 172.18.108.73  Vlan
1Pv6 Address Retries
User Name host/SZX-LIOQHRC2.corp.brocade.com  Status
Bytes to Client 10.40Mg  Device Info
Bytes from Client 10.03MB  Host Name
Vendor

Trending Graphs

Sampling Period: [24 hours 7] Generate Graphs

RSST | Traffic Tx/Rx | Association State | Potential Throughput

RSSI

100

VideoSa
108

802.11a/c
99.0%

1

[}

v

windows 7/Vista
SZX-LJOQHRC2

Intel Corporate

Export to PDF
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3. Click Search.
The page refreshes, and then displays the client’s basic information, including but not limited to:
e 7D Name: The name of ZoneDirector device that is managing the client’s parent AP.
e AP Name: The name of the client’s parent AP.
e Client IP Address: The IP address assigned to the client.
e  WLAN: The SSID or wireless network name with which the client is associated.
e Channel The wireless channel used by the WLAN.
e  Radlio Type: The wireless radio used by the WLAN.
e Signal The RSSI strength of the WLAN.
e Slatus:

— A green check mark indicates that the client is currently connected
— Ared cross mark indicates that is it disconnected.

4. To display trending graphs for the client:
a) Select a Sampling Period.

b) Click Generate Graphs.

The software displays the client’s trends information at the bottom of the page:

RSSI
Traffic

Association State

NOTE
This is applicable only for ZD. For Unleashed, it is not supported.

Potential Throughput

To save client trending graphs, Click Export to PDF.

The software prints the information on the screen to a PDF file on your workstation.
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e Managing Saved Reports

Available Report Types

The following table lists the different report types that you can generate in Unleashed Multi-Site Manager. For instructions on how to
generate each type of report, refer to the succeeding sections.

TABLE 6 Available reports in the software

Report Name

Description

Device View

View current status of controller, AP and clients.

Historical Connectivity

View the connection statuses of managed devices at different periods.

Client Association

View the connected client at different periods.

SSID Report View the number of devices and APs on which a particular SSID is configured. You can also view graphs of associated
clients, received traffic, and transmitted traffic per SSID.

Capacity Displays device capacity data based on associated clients and traffic, among others.

SLA Displays SLA related information, including connection time, and potential throughput.

Troubleshooting Generate various graphs that are useful for troubleshooting, including number of child APs, number of Hops, Mesh RSSI,

and number of Reboot.

Resource Monitor

View CPU, memory, and disk usage on ZoneDirector devices.

NOTE
This is applicable only for ZD. Unleashed does not support this report.

PCI Report

Display SSID and rogue AP information.

Hiding and Showing Columns in Reports

By default, all columns that are available for a particular report are displayed. When you want the report to show only specific columns, you
can hide the columns that you do not want to display.

1. Right-click any of the column headings in the report that you have generated.

A pop-up menu appears, displaying all the column headings that are available for that particular report.
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2. Clear the check boxes for the column headings that you want to hide. As soon as you clear a check box, the corresponding
column disappears from the report.

FIGURE 37 Clear the check boxes for the columns that you want to hide

Device View

Report Options

Group: [All Devices ] Report Type: [Controllers [x]
Filters
Filter Rows where:  [Controller Name = [Exactly equals [ and or @
Delete all Filters
Query
Report Results \\
Controller Name Serial Number IP Address  IPv6 Address MAC Address  Location  Device Last Seen Model Name  Versi nti #ofADc  #of i Clients Connection
@|Controller Name
«@/Serial Number
/TP Address
¥ IPv6 Address
W/MAC Address
W@Location
«#|Device Last Seen
#/Model Name
W¥|Version
Latitude
Longitude
«w/Uptime
@) of APs
= of Associated Clients
Rogue Devices
@) Connection
Export As| XLS File | CSV File - Custom Columns Edit Columns 0 [t 7}
Save Report
Report Name: Include Filters '/Include Table Header Settings ' Schedule Report

Save Report Cancel

3. When you finish clearing the check boxes for the columns that you want to hide, click on any area outside the pop-up menu to
close the pop-up menu.

4. To display columns that are currently hidden, repeat the same procedure as above. This time, however, select the check boxes for
the columns that you want to display.

Generating a Device View Report

A device view report includes device information such as, connected and disconnected devices and APs, and connected wireless clients.
1. Go to Reports > Device View.
2. In Device View, select the group for which you want to generate a report.
Options include:
e Al devices

e  Specified device
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3. Select one of the following options in Report Type:
e Controllers. Shows all controllers.

e All Access Points: Shows all ZoneDirector-managed APs.

Also select:

- AP Type: APs, Root APs, Mesh APs, or eMesh APs, and
—  Period (for the report): between 7 hourand 24 hours, or Greater than 24 hours.

e Connected Clients. Shows all currently-connected ZD and Unleashed managed clients.
4. (Optional) If you want to add a search filter to your query, then configure the options in the Filters section.
a) Inthe first drop-down list box after Filter Rows where, select the search attribute that you want to use.
Options include controller name, AP name, AP serial number, Description, Location, Model name, AP IPv6 address and
others.
b) Inthe second drop-down list box, select the search operator that you want to use. Available search operators include:

e Exactly equals. Search for devices with attributes that exactly match the query parameter you entered. For example, if
you selected IP Address as the attribute and you entered 172.17.16.176 as the search parameter, then only devices
with this IP address appear in the search results.

e Contains. Search for devices with attributes that include the query parameter you entered. For example, if you selected
IP Address as the attribute and you entered 100 as the search parameter, then all devices with “100” in the IP address
(for example, 172.17.16.100and 100.1.10.13) appear in the search results.

e Starts with. Search for devices with attributes that start with the query parameter you entered. For example, if you
selected Serial Number as the attribute and you entered 3908 as the query parameter, then only devices with serial
numbers that begin with “3908” (for example, 390801005202) appear in the search results.

e £Ends with. Search for devices with attributes that end with the query parameter you entered. For example, if you selected
IP address as the attribute and you entered 13 as the query parameter, then only devices with model names that end in
“183” (for example, 100.1.10.13) appear in the search results.

c) Inthe third text box, type the search parameter that you want to use with attribute and operator that you selected.

The search parameter can consist of numbers or letters (depending on the attribute that you selected in the first drop-down
list box) and can be a partial or full string. Refer to the previous step for search examples.

If you want to add another search filter, click and or or, and then click D .

A second filter layer appears below the first. Complete the search filter options as in the first filter. You can add up to three
additional search filters.
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Click Query. The page refreshes, and then a list of devices that belong to the device view that you specified appears on the page.

Device details that are shown on the Reports page can include:

AP Name

Controller Name

AP Serial Number

AP MAC

AP IP Address

AP IPv6 Address

Model Name

Last Seen

Connection

Connection Mode
Radio/Channel/Mode

Max Number of Associated Clients
Min Number of Associated Clients
Mesh Uplink RSSI

Mesh Downlink RSSI

Details

NOTE

In any device view report, if you click an AP MAC Address hyperlink, then the software displays the ZoneDirector >
Monitor > Access Point Trend window. Refer to Monitoring Access Point Trends on page 67.

If you click a Client MAC address hyperlink, then the software displays the ZoneDirector > Monitor > Currently Active
Clients screen in another window. The Currently Active Clients screen includes the OS or Type (if known), the
authorization method, the WLAN and VLAN used, the client IP address, and the AP MAC address, among others.
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FIGURE 38 A sample device view report

Device View

Report Options

Group: IAH Devices

Filters

]

Filter Rows where:

lx]

\Cuntro\ ler Name

Delete All Filters

Report Results

Report Type: Device View > All Devices > Controllers
Controller Name Serial Number

corporate-networkl 051608001840

FM_UN_R500 un52147450859215014930106...
FM_UN_T300 un18158450720315005187520...
fm_zd_1200 171406000001

FreddyTe00 un43160450742915009554806...

Freddy_12002 171406000196

Freddy_gateway un91153430753915008925405...

Freddy_r610 un%2174900171515009510477...

Freddy_R710 un32150330772315015720386...

Freddy_R720 un%2170300004015015581054...
1

Export As custom Columns

XLS File | CSV File

Save Report

Report Name:

Ruckus Unleashed Multi-Site Manager User Guide
Part Number: 800-71640-001

Edit Columns

Include Filters

Include Table Header Settings

Report Type: \cnntro\lers |

[Exactly equals =] and or @
IP Address IPv6 Address MAC Address
172.18.110.188 f8:e7:1e:3b:16:a0
192.168.24.251 d4:68:4d:08:e0:c0
192.168.25.251 2c:c5:d3:10:€2:40
172.18.110.105 2002:1111:2222:0025:0000:0000:0000:1200 6c:aa:b3:3d:67:b0
172.18.42.110 dg:38:fc:11:8f:f0
192.168.189.12 6c:aa:b3:3d:6c:b0
172.18.169.3 d4:68:4d:24:b1:60
192.168.189.81 ds:38:fc:33:af:a0
172.18.56.53 58:06:33:38:b
152.168.190.119 0c:f4:d5:13:35:60

10 More Records

Location

Aug. 09 2017

shenzhen xiaomeis... Aug. 09 2017
. 09 2017
. 04 2017
. 09 2017
. 09 2017
. 09 2017
. 09 2017
. 09 2017

. 09 2017

Device Last Seen

14:!

14::

14:

14:!

14:
14:.

Gl

45:

147!

:09:

:47:

:54:

48!

5.

47
42:

=5

=32

0

<

o

2
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4

o
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o

o

@
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Working with Reports
Generating a Device View Report

Model
Name

ZD1200
Unleashed
Unleashed
ZD1200
Unleashed
ZD1200
Unleashed
Unleashed
Unleashed

Unleashed

TR

Version 1]

10.0.0.0.1449 1¢

200.5.10.0.194 2

200.5.10.0.183 1

10.0.0.0.1424 4

200.5.10.0.194 1

10.0.0.0.1424

fol

200.5.10.0.194 2

200.5.10.0.194 2

200.5.10.0.194 2

200.5.10.0.194 2

Show All

Schedule Report

1-100f24 [P @1

e
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Generating a Historical Connectivity Report

A historical connectivity report allows you to view the connection statuses of managed devices at different periods.

1.  Go to Reports > Historical Connectivity.

FIGURE 39 Sample historical connectivity report

Historical Connectivity

Report Options

Group: [all Devices

[

Display Period: [1_hour

Filters

Filter Rows where:

Delete all Filters

Report Results

Controller Name

]

corporate-networkl 051608001840

FM_UN_R500
FM_UN_T300
FreddyT600
Freddy_12002
Freddy_gateway
Freddy_r610
Freddy_R710
Freddy_R720

[Controller Name [¥]  [Exactly equals ]
Report Type: Historical Connectivity > All Devices > Connected Controllers
Serial Number Mo Version
ZD1200 10.0.0.0.1449
un52147450859215014930106.. Unleashed 200.5.10.0.194
un18158490720315005187520... Unleashed 200.5.10.0.183
un43160450742915009554806... Unleashed 200.5.10.0.194
171406000196 ZD1200 10.0.0.0.1424
un91153430753915008925405... Unleashed 200.5.10.0.194
un%2174900171515009510477... Unleashed 200.5.10.0.194
un32150330772315015720386... Unleashed 200.5.10.0.184
ung2170300004015015581054... Unleashed 200.5.10.0.194
un94160480556915009531395... Unleashed 200.5.10.0.194

Freddy_T710

Export As xS File

Save Report

Report Name:

CSV File Custom Columns

Report Type: [Connected Controllers

MAC Address
f8:e7:1e:3b:16:a0
d4:68:4d:08:€0:¢0
2c:c5:d3:10:€2:40
ds:38:fc:11:8f:f0
6c:aa:b3:3d:6c:b0
d4:68:4d:24:b1:60
d8:38:fc:33:af:a0
58:b6:33:38:b7:...
0c:f4:d5:13:35:60

74:3e:2b:2a:5c:e0

|
and or @
1Pve
1P Address A

172.18.110.188

192.168.24.251

192.168.25.251

172.18.42.110

152.168.189.12

172.18.169.3

192.168.189.81

172.18.56.53

192.168.190.119

172.18.34.242

Device Last Seen

. 09 2017 14:56:31

. 09 2017 14:45:07

. 09 2017 14:47:01

. 09 2017 14:57:13

. 09 2017 14:58:31

. 09 2017 14:48:09

. 09 2017 14:51:59

. 09 2017 14:47:56

. 09 2017 14:57:24

. 09 2017 14:52:56

Edit Columns 10 More Records Show All

Include Filters “/Include Table Header Settinas

2. In Group, select the device view for which you want to generate a report.

Default device views include:

e All devices

e  Specified device

3. In Report Type, configure the type of report that you want to view:

e Select one of the following options in Report Type:

Schedule Report

O

Uptime el bt Connection
16d 1h 22m 12 24 (A

2d th2im 2 1 4

1h 18m il 4] v 4
id3h2m 4 1 (A
69d 8h 14m 2 0 (A

2d 2h 17m 1 1 v

2d 2h 47m 1 0 4

2d 2h 43m 1 1 v

2d 2h 26m 4 1 S(A)

2d 2h47m 1 0 v 4
1-100f23 [0 ] eI Ho

—  Connected Controllers. Shows all controller devices that communicated with Unleashed Multi-Site Manager at the last
inform interval
—  Disconnected Controllers: Shows all controller devices that did not communicate with Unleashed Multi-Site Manager at
the last inform interval

—  Connected Access Points: Shows all APs that are currently connected to their parent ZoneDirector

—  Disconnected Access Points. Shows all APs that have lost connection with their parent ZoneDirector.

4. In Display Period, select the report interval from 1 hour to 31 days, or for an operator-selected date range.

76

Continuously Disconnected APs. Shows all APs that have continuously lost connection with their parent ZoneDirector.
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5. (Optional) If you want to add a search filter to your query, then configure the options in the Filters section.
a) In the first drop-down list box after Filter Rows where, select the search attribute that you want to use.
Options include Controller Name, Serial Number, IP address, Model Name, Device Last Seen, and others.
b) Inthe second drop-down list box, select the search operator that you want to use. Available search operators include:

e Exactly equals. Search for devices with attributes that exactly match the query parameter you entered. For example, if
you selected IP Address as the attribute and you entered 172.17.16.176 as the search parameter, then only devices
with this IP address appear in the search results.

e Contains. Search for devices with attributes that include the query parameter you entered. For example, if you selected
IP Address as the attribute and you entered 100 as the search parameter, then all devices with “100” in the IP address
(for example, 172.17.16.100 and 100.1.10.13) appear in the search results.

e Silarts with. Search for devices with attributes that start with the query parameter you entered. For example, if you
selected Serial Number as the attribute and you entered 3908 as the query parameter, then only devices with serial
numbers that begin with “3908” (for example, 390801005202) appear in the search results.

e £nds with. Search for devices with attributes that end with the query parameter you entered. For example, if you selected
IP address as the attribute and you entered 13 as the query parameter, then only devices with model names that end in
“183” (for example, 100.1.10.13) appear in the search results.

c) Inthe third text box, type the search parameter that you want to use with attribute and operator that you selected.
The search parameter can consist of numbers or letters (depending on the attribute that you selected in the first drop-down
list box) and can be a partial or full string. Refer to the previous step for search examples.

If you want to add another search filter, click and or or, and then click E .

A second filter layer appears below the first. Complete the search filter options as in the first filter. You can add up to three
additional search filters.

6. Click Query. The software displays the requested report results.

Ruckus Unleashed Multi-Site Manager User Guide
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Generating a Client Association Report

A client association report identifies the clients that have been associated with managed APs during an operator-defined time.

1. Go to Reports > Client Association.

FIGURE 40 Sample client association report

Client Association

Report Options
Group: [All Devices |

Report Type: [Connected Clients |

Display Period: ‘1 hour [ (2017/08/09 14:00:00 - 2017/08/09 15:00:00)

Filters

Filter Rows where:  [Controller Name =]  [Exactly equals 7] and or @

Delete All Filters

Report Results

Report Type: Association > All Devices > Connected Clients > All Radios

Controller Name AP Name Client MAC Client IP Address Client IPv6 Address
corporate-networkl  R720-Elaine-Cub 98:e0:d9:9c:ba:07 172.18.108.54 123chris &
corporate-networkl  R720-Elaine-Cub dc:09:4c:40:bf:36 172.18.108.42 Video54
corporate-networkl  R720-Elaine-Cub 34:02:86:0e:5d:7b  172.18.108.19 videosa @
corporate-networkl  r500-Kenny cubicle f4:31:c3:e5:c8:bf 172.18.108.26 Video54
corporate-networkl  R720-Elaine-Cub 3c:a9:f4:32:4e:60 172.18.108.22 videosa @
corporate-networkl  R510-Tibet Conf 54:9f:13:30:76:8f 172.18.108.67 Video54
corporate-networkl DVT-LAB-7982-Mesh 68:3e:34:d5:8e:28 172.18.108.80 Video54
corporate-networkl  R720-Elaine-Cub 7c:1d:d9:70:8e:ff 172.18.108.47 Video54
corporate-networkl  R600-2F-AB b8:8a:60:c4:98:c5  172.18.108.12 Videos4 @
corporate-networkl  DVT-LAB-7982-Mesh f4:31:c3:c0:a3:fc 172.18.108.28 Video54
Export As xS File | CSV File |-/Custom Columns Edit Columns
Save Report
Report Name: Include Filters L 'Include Table Header Settings

2. In Group, select the device for which you want to generate a report.
Default groups include:
e All Devices
e  Specified device

3. Perform the following:

Radio Type [all Radios

WLAN Device Info  Host Name

AUtos-Alr
HUAWEI_Mate_8
sdc-Chriswang-PC1
LHB
SDC-JimmyXu-PC
Bens-iPhone
MEIZU-MX&
MI4LTE-xiaomishouji
SZX-L1G2IRC2

iPhone

10 More Records  Show All

Schedule Report

L%z

Vendor Radio Type Status

Apple, Inc. 802.11a/c  Authorized
HUAWEI TECHNOLOGIES CO.,LTD 802.11a/c  Authorized
Intel Corporate 802.11a/¢  Authorized
Apple, Inc. 802.11a/c  Authorized
Intel Corporate 802.11a/n  Authorized
Apple, Inc. 802.11a/c  Authorized
MEIZU Technology Co., Ltd. 802.11g/n  Authorized
Xiaomi Communications Co Ltd 802.11a/c  Authorized
Intel Corporate 802.11a/c  Authorized
Apple, Inc. 802.11a/n  Authorized

1-100of40 [© o [He

a) Select one of the following options in Radio Type: A/l Radlios, 802.11b/g, 802.11a/n, 802.11g/n, 802.71a/c, or 802.11a.

b)

78

In Display Period, select the report interval from 1 hour to 31 days, or for an operator-selected date range.
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Generating an SSID Report

(Optional) If you want to add a search filter to your query, then configure the options in the Filters section.

a)

b)

In the first drop-down list box after Filter Rows where, select the search attribute that you want to use.

Options include Controller Narme, Client IP address, AP Name, and others.

In the second drop-down list box, select the search operator that you want to use.

Available search operators include:

Exactly equals: Search for devices with attributes that exactly match the query parameter you entered. For example, if
you selected IP Address as the attribute and you entered 172.17.16.176 as the search parameter, then only devices
with this IP address appear in the search results.

Contains: Search for devices with attributes that include the query parameter you entered. For example, if you selected
IP Address as the attribute and you entered 100 as the search parameter, then all devices with “100” in the IP address
(for example, 172.17.16.100 and 100.1.10.13) appear in the search results.

Starts with. Search for devices with attributes that start with the query parameter you entered. For example, if you
selected Serial Number as the attribute and you entered 3908 as the query parameter, then only devices with serial
numbers that begin with “3908” (for example, 390801005202) appear in the search results.

Ends with. Search for devices with attributes that end with the query parameter you entered. For example, if you selected
IP address as the attribute and you entered 13 as the query parameter, then only devices with model names that end in
“13” (for example, 100.1.10.13) appear in the search results.

In the third text box, type the search parameter that you want to use with attribute and operator that you selected.

The search parameter can consist of numbers or letters (depending on the attribute that you selected in the first drop-down
list box) and can be a partial or full string. Refer to the previous step for search examples.

If you want to add another search filter, click and or or, and then click .

A second filter layer appears below the first. Complete the search filter options as in the first filter. You can add up to three
additional search filters.

Click Query. The software refreshes the page and displays the report that you selected.

NOTE

The software provides options for filtering the devices that are included in the report. Options for saving the generated report,
automating report generation, and saving the report as an Excel file are also available. For more information, refer to Using
Advanced Report Options on page 86.

Generating an SSID Report

An SSID report displays the number of ZoneDirector devices and APs on which a particular SSID is configured. You can also view graphs of
associated clients, received traffic, and transmitted traffic per SSID.

1.
2.

Go to Reports > SSID Report.

In SSID Report, select the group for which you want to generate a report.

The default device view is All devices.

When there are custom device views, they also appear in the list of options.

Ruckus Unleashed Multi-Site Manager User Guide
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3. In Report Type, configure the type of report that you want to view.
The available report options depend on the device view that you selected in the previous step.

e SS/D- Shows the number of APs that are configured to use a particular SSID and the number of ZoneDirector devices that are
managing these APs.

e Jop Bar-Graph. Can show the Client’s number, Tx traffic or Rx traffic.
. Time Line Grapfr. Can show the # of Associated Clients, Traffic-Tx+Rx, Traffic- Rx, Peak-Tx or Peak-Rx.

4. Click Query. If you selected report type that generates a graph, then click Generate Graph. The page refreshes, and then displays
the SSID report that you queried or graph that you generated.

NOTE

When reading the SSID report, the Clients column includes the online and offline clients during the last 15 minutes. The
Tx (Mbytes) and Rx (Mbytes) columns list the number of megabytes transmitted and received during the last 15 minutes,
respectively. The Peak Tx (Mbytes) and Peak Rx (Mbytes) columns list the max number of data + management
megabytes transmitted in 10 samples collected during the last 15 minutes (the APs send statistics to the ZD every 90
seconds, and the peaks are the max values of those samples).

FIGURE 41 Sample SSID report

SSID Report

Report Options

Group: [All Devices [x] Report Type: [SSID ]
Filters

Filter Rows where: |ESS[D = \Exact\y equals = and or @

Delete All Filters

Report Results \_\
Report Type: SSID Report > All Devices » SSID
ESSID # of Controllers # of active APs
34
LA
sz fslab
Lazarling
i3 Unleash

Sk

‘E N

Video54
vicky-test11
Unleash-Leo-WPA2

Unleash-Leo-WISPr-04

L N e S =T ~ T S =

o e e @

Unleash-Leo-WISPr-03

Export As  XLS File | CSV File Edit Columns 10 More Records Show Al 1 - 10 of 118 [0 ol e

Save Report

Report Name: Include Filters [ Include Table Header Settings | Schedule Report

Generating a Capacity Report

Generate various graphs that display device capacity data based on associated clients and traffic, among others.

1. Go to Reports > Capacity..

Ruckus Unleashed Multi-Site Manager User Guide
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2. In Group, select the device view for which you want to generate a report.
Default device views include:
e All Devices
e  Specified devices
3. In Report Type, select the type of report that you want to generate.
IThe following report type options appear:
e #of Associated Clients Histogram
e AP Traffic - Tx/Rx Histogram
e Client Traffic -Tx/Rx
e Network Capacity
In Display Period, select the time period for which you want to generate the report. Options range from 1 hour to 31 days.
Click Generate Graph.

The page refreshes and the graph appears.

To view the report in a tabular format, click Table View. To save a PDF version of the report, click Export As PDF, and then save the
PDF file to your local computer when the browser prompt appears. To save a comma-separated variables version of the report,
click Export As CSV, and then save the *.csv file to your local computer when the browser prompt appears. To save an Excel
version, click Export As XLS.

FIGURE 42 A sample capacity report

Capacity

Report Options
Group: [all Devices =l Report Type: [# of Associated Clients Histogram |

Display Period: [1 hour = (2017/08/09 14:00:00 - 2017/08/09 15:00:00)

Generate Graph

# of Associated Clients Histogram [All Devices]
Graph View Table view
60

40

# of APs

5 o 5 20 A0 0 A &) © o
9 N o o » e o 1 A0 A

@ # of Associated Clients

Include Text Data = Export As PDF Export As CSV Export As XLS

NOTE

A report bar graph can include both Tx and Rx information on the same report, such as All Devices > AP Traffic - Tx/Rx.
When the report contains Tx and Rx selections at the bottom of the report, you can control whether the Tx and/ or Rx
information is displayed. Click the (TX) and (RX) icons to toggle on and off the Tx and Rx displays, respectively.
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Generating an SLA Report

Generate various graphs that display service-level agreement (SLA) related information, including AP connection time, client potential
throughput, and client associated time.

1.
2.

82

Go to Reports > SLA.

In Group, select the device view for which you want to generate a report.

Default device views include:

e  All Devices

e  Specified Device

In Report Type, select the type of report that you want to generate. The following report type options appear:

e AP Connection Time

e Client Potential Throughput

e Client Associated Time

In Graph Type, select the type of graph to use in the report. Options include:

e Jop Bar-Graph:. Displays the top devices for the selected report type.

e Histogram: Displays the density of managed devices against a specific variable (report type).

In Display Period, select the time period for which you want to generate the report. Options range from 1 hour to 31 days.
Click Generate Graph. The page refreshes, and the graph appears.

The Sampling Info section in the upper-right corner of the graph displays the report settings that you configured and the number of

samples that were included in the report.

To view the report in a tabular format, click Table View.

FIGURE 43 Sample SLA report
SLA
Report Options
Group: [all Devices =l Report Type: [AP Connection Time ] Graph Type: [Top Bar-Graph =l
Display Period: [T_hour ] (2017/08/09 14:00:00 - 2017/08/09 15:00:00)

Generate Graph

AP Connection Time [All Devices]

Graph View Table View
125

100

0 I I I I I I I
® X W o
5! S 5!
w“““ w““° %\"w N o

~
v

% Connection time
wn
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& o e
3 G i

L &

» o o0 R o W
o5 N & oo 05 «© o O
PR 0 + " o o2 ot e Qe a©
% X‘% \)(‘\L‘ \)L\“ 2"
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® AP Name
Include Text Data Export As PDF Export As CSV Export As XLS
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Generating a Troubleshooting Report

Generate various graphs that are useful for troubleshooting.

1.
2.

Go to Reports > Troubleshooting.

In Group, select the device view for which you want to generate a report.
Default device views include:

e All Devices

e  Specified Device

In Report Type, select the type of report that you want to generate. The following report type options appear:
e # of Child APs

e #of Hops

e Mesh RSSI

e # of Reboot

In Graph Type, select the type of graph to use in the report. Options include:
e  Top Bar-Graph: Displays the top devices for the selected report type.

e Histogram: Displays the density of managed devices against a specific variable (report type).

In Display Period, select the time period for which you want to generate the report. Options range from 1 hour to 31 days.

Click Generate Graph. The page refreshes, and the graph appears.

To view the report in a tabular format, click Table View.

FIGURE 44 A sample troubleshooting report

Troubleshooting
Report Options
Group: [All Devices 7] Report Type: [# of Child APs 7 Graph Type: [Top Bar-Graph [x]
Display Period: [T hour = (2017/08/09 14:00:00 - 2017/08/09 15:00:00)

Generate Graph

# of child APs [All Devices]

3
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Generating a Resource Monitor Report

Generate a resource monitor report to view CPU, memory, and disk usage on managed ZoneDirector devices.

NOTE
This report is supported only for ZD. Unleashed is not supported.

1.  Go to Reports > Resource Monitor.
The Report Type parameter has only one selection (CPU/Mem/Disk Usage), which cannot be changed.
2. In Group, select the device view for which you want to generate a report.

The default device view is All Devices.

When there are custom device views, they also appear in the list of options.
3. (Optional) If you want to add a search filter to your query, then configure the options in the Filters section.
a) Inthe first drop-down list box after Filter Rows where, select the search attribute that you want to use. Options include

Controller name, Model Name, Serial Number, IP Address, %CPU, %Mem and %Disk .

b) Inthe second drop-down list box, select the search operator that you want to use. Available search operators include:

e Exactly equals. Search for devices with attributes that exactly match the query parameter you entered. For example, if
you selected IP Address as the attribute and you entered 172.17.16.176 as the search param- eter, then only devices
with this IP address appear in the search results.

e Contains. Search for devices with attributes that include the query param- eter you entered. For example, if you selected
IP Address as the attribute and you entered 100 as the search parameter, then all devices with “100” in the IP address
(for example, 172.17.16.100 and 100.1.10.13) appear in the search results.

e Starts with. Search for devices with attributes that start with the query parameter you entered. For example, if you
selected Serial Number as the attribute and you entered 3908 as the query parameter, then only devices with serial
numbers that begin with “3908” (for example, 390801005202) appear in the search results.

e £nds with. Search for devices with attributes that end with the query parameter you entered. For example, if you selected
IP address as the attribute and you entered 13 as the query parameter, then only devices with model names that end in
“13” (for example, 100.1.10.13) appear in the search results.
After you select a search operator, a third (text) box appears.
c) Inthe text box, type the search parameter that you want to use with attribute and operator that you selected.

The search parameter can consist of numbers or letters (depending on the attribute that you selected in the first drop-down
list box) and can be a partial or full string. Refer to the previous step for search examples.

If you want to add another search filter, click and or or, and then click .

A second filter layer appears below the first. Complete the search filter options as in the first filter. You can add up to three
additional search filters.
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5. Click Query. The page refreshes, and then displays the current resource usage (CPU, memory, and disk) of all ZoneDirector
devices in the selected device view.

NOTE

The software provides options for filtering the devices that are included in the report. Options for saving the generated
report, automating report generation, and saving the report as an Excel file are also available. For more information, refer
to Using Advanced Report Options on page 86.

FIGURE 45 Sample resource monitor report

Resource Monitor

Report Options

Report Type: [CPU/Mem/Disk Usage 7] Group: [All Devices 2]
Filters
Filter Rows where:  [controller Name ¥l [Exactly equals = and or @

Delete All Filters

Report Results \\
Report Type: Resource Monitor > CPU/Mem/Disk Usage > All Devices
Controller Name Model Name Serial Number MAC Address IP Address IPv6G Address %CPU % Mem %Disk Timestamp
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 0 = 26 Aug. 09 2017 07:55:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 0 5 26 Aug. 08 2017 19:35:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 1 5 26 Aug. 09 2017 11:15:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 1 5 26 Aug. 08 2017 15:15:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 0 5 26 Aug. 09 2017 02:30:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 0 5 26 Aug. 08 2017 19:55:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 1 5 26 Aug. 09 2017 11:35:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 0 5 26 Aug. 08 2017 23:15:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 0 5 26 Aug. 09 2017 03:55:00
corporate-networkl ZD1200 051608001840 f8:e7:1e:3b:16:a0 172.18.110.188 il 5 26 Aug. 08 2017 15:35:00

Export As  XLS File CSV File Edit Columns 10 More Records  Show All 1-100of 6218 |P u\l e

Save Report
Report Name: Include Filters - Include Table Header Settings " Schedule Report

Generating a PCI Report

Generate a PClI report, showing all current and past detected Rogue devices over the report period, as follows:
1. Go to Reports > PCI Report.
In Controllers, select the device view for which you want to generate a report.
In Period, select the time period for which you want to generate the report.

Options range from 15 minutes to 31 days.
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4. Click Query.
The page refreshes, and displays the selected PCI report.

NOTE

The software provides options for filtering the devices that are included in the report. Options for saving the generated
report, automating report generation, and saving the report as an Excel file are also available. For more information, refer
to Using Advanced Report Options on page 86.

FIGURE 46 Sample PCl report

PCI Report

Report Options

Controllers [fm_zd_1200 7] period |7 days ] (2017/08/02 15:00:00 - 2017/08/09 15:00:00)

PCI Report Results

Report Type: PCI Report > fm_2d_1200 > 7 days

Wian Name SSID Authentication Type Encryption Security Level Tunneling vian #of APs
FMiMfR 1 FMiMfR 1 open wpaz2 Weak Disable 1 al,
iil-56 jiij-5G6 open wpa2 Weak Disable il il
uuuu uuuu open none Weak Disable 1 1

Edit Columns 1-30f3 (<10} j ©

RogueAP BSSID SSID Type Channel Radio Type Encryption Last Detected Mark as Known
00:25:c4:3C:e4:78 AP 4 802.11g/n Encrypted 2017-08-04 12:40:00
0c:f4: Ruckus-Wireless 1 AP 4 802.11g/n Open 2017-08-03 09:49:34
0c:f4:d5:13:34:cc facebook AP 44 802.11a/n Open 2017-08-04 14:58:59
0c:f4:d5:13:35:6¢ Freddy_R720 AP 48 802.11a/n Encrypted 2017-08-04 13:47:59
0c:f4:d5:13:38:19 leo-rate-limit AP 1 802.11g/n Encrypted 2017-08-04 14:49:00
Export As XS File Edit Columns 10 More Records Show All 1-5o0f 1539 (€101 : )
Save Report
Report Name: Schedule Report

Save Report Cancel

Using Advanced Report Options

You can configure the options of a report, so you can easily generate the report anytime without having to reconfigure the report options.
You can even configure the software to automatically generate the report based on a schedule and send it to email recipients that you
specify.

1. Click the Reports tab.

2. On the Report Categories menu, click the name of the report that you want to configure.

3. Configure the required report.
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4. Go to the Save Report section.

FIGURE 47 Saving a report and automating report generation

00:25:c4:3c:e4:78 AP 4 802.11g/n Encrypted 2017-08-04 12:40:00

d5:13:33:98 Ruckus-Wireless 1 AP 4 802.11g/n Open 2017-08-03 09:49:34

0c:f4:d5:13:34:¢cc facebook AP 44 802.11a/n Open 2017-08-04 14:58:59

ds: Freddy_R720 AP 438 802.11a/n Encrypted 2017-08-04 13:47:59
0c:f4:d5:13:38:19 leo-rate-limit AP 1 802.11g/n Encrypted 2017-08-04 14:49:00
Export As  XLS File Edit Columns 10 More Records  Show Al 1- 50f 1539 @ W&
Hide Detection AP Detail
Ap Name MAC RSSI(dBm) Last Seen
R510_1650 ec:8c:a2:3a:16:90 20 2017-08-04 12:40:00

Edit Columns 1-10f1 @1 Mo

Save Report
Report Name: (00:25:c4:3c:e4:78 ¥ISchedule Report
Schedule Options
Frequency paty
Time of Day 1:00 AM ]
Send Mail (Email address)
Upload FTP & Folder (Default Folder is */*)

{Tip: automatic report will be triggered after 15 minutes of the setting)

Save Report Cancel

Copyright © 2017 Ruckus Wireless. Email: support@ruckuswireless.com Support: http://support.ruckuswireless.com

In Report Name, type a descriptive name for the report that you are saving.

Configure the following settings:

Schedule Report: Select this check box when you want the software to generate this report automatically based on a
schedule that you specify, with a display period as short as once per hour. After you select this check box, the Schedule
Options section appears below. Configure the following settings:

Frequency: Specify how often you want the software to generate this report. Options include Daily, Weekly and Monthly. If
you selected Weekly, then select the Day of the Week when the software generates the report. If you selected Monthly, then
select the Day of the Month when the software generates the report.

Time of Day. Set the time when the software generates the report.

Email report to: Type the email address to which the report is sent. When you are sending the report to multiple email
addresses, use a comma to separate the email addresses.

Send Mait Type the email address to which the report is sent. When you are sending the report to multiple email addresses,
use a comma to separate the email addresses.

Upload FTP & Folder. Enter the workstation folder for the software to write the FTP files to.

7. Click Save Report.

You have completed configuring Unleashed Multi-Site Manager to generate and email this report automatically. The report should now
appear on the Saved Reports page. For more information on working with saved report, refer to Managing Saved Reports on page 88.
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Managing Saved Reports

The Saved Reports page displays reports that you have previously configured and saved. There are three tasks that you can perform on the
Report > Saved Reports page:

e Querying a Report
e Editing a Report
e Deleting a Report

NOTE

A button named New Report appears below the Manage Report List section. You can click the button to save a new report. Other
than the Select a Report Category option (which you use to select the type of report to save), the procedure for configuring and
saving a report from the Saved Reports page is essentially the same as when doing it from the main page for the specific report.

FIGURE 48 The Saved Reports page

Saved Reports

Manage Report List (\
Report Name Frequency Email Created by Created Attributes Action
Edit Columns ol me
New Report
Report Results (\
Controller Name Serial Number 1P Address  IPv6 Address MAC Address Location  Device Last Seen Model Name  Version Uptime #of APs  # of Associated Clients Connection
Export As  XLS File = CSV File Edit Columns 0o [ [l

Querying a Report
Querying a report refers to manually generating the report using the options that you configured when you saved the report.

1.  Go to Reports > Saved Reports.
In the Manage Report List section, look for the report that you want to query.

Click the Query link that is in the same row as the name of the saved report.

The page refreshes, and then the report that you queried appears in the Report Results section.
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Editing a Report
When you need to change the report options, you can edit the report settings from the Saved Reports page.

1. Go to Reports > Saved Reports.
In the Manage Report List section, look for the report that you want to edit.

Click the Edit link that is in the same row as the name of the saved report.

The Edit Report section appears.
4. Update the report options as needed.
5. Click Save Report.

You have completed editing a report.

Deleting a Report
When you no longer want a report to appear on the Saved Reports page, you can delete it.

1. Go to Reports > Saved Reports.
In the Manage Report List section, look for the report that you want to delete.
Click the Delete link that is in the same row as the name of the saved report.
A confirmation message appears.

4. Click OK to confirm that you want to delete the report.

The page refreshes, and then the report that you deleted disappears from the Manage Report List section.
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e About the Administer Tab
e Viewing Audit Logs
e Managing Software Licenses
e  Configuring System Settings
e Managing User Accounts
e Assigning Users to Manage Device Groups
e Managing SSL Certificates
e Upgrading the Software
e Backing Up and Restoring the Database from the Web Interface

e Manually Transferring Files

About the Administer Tab

The Administer tab provides options for viewing audit logs, updating the software license file, configuring system settings, and other

administration functions.

Viewing Audit Logs

Audit logs describe configuration actions that were performed on the software and identify the users who initiated each action. Auditing is

e Generating SUPPOIT INTOIMNATION. ....vuieiiiiiie ittt e e e e e e e e e e e e e e e ettt e e et e aeeeeeeeaeas

an important function that can help you determine when a configuration change was made and by whom in order to troubleshoot possible

issues.

The following table lists the entries that can appear in the audit logs.

TABLE 7 Audit log entries

Audit Type Description

Task creation error occurred User created a provisioning task but it failed.

Configuration upgraded User created a configuration upgrade task.

Firmware upgraded User created a firmware upgrade task.

Device rebooted User created a reboot task.

Device reset to factory default User created a factory reset task.

Configuration settings updated User updated a device's configuration from the Device View.
User logged in User logged into the software Web interface.

User logged out User log out of the software Web interface.

User account created Administrator created a new user account.

User account updated Administrator updated a user account.

User account deleted Administrator deleted a user account.

Device log file retrieved User retrieved an AP's log file from the Device View.

Device log file emailed User sent out an AP's log file via emalil.

Device ping test performed User performed a PING test from the Device View.

VLAN settings updated User updated the AP's VLAN settings from the Device View.
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TABLE 7 Audit log entries (continued)
Audit Type
Audit log emailed

License file verification

License file uploaded

Device registered

Inventory file imported

Firmware file imported

Configuration template created or updated
Device group created or updated
Device tag created or updated

Task canceled

Approval mode updated

Auto configuration rule created
ZoneDirector configuration obtained
SSL certificate uploaded

Inventory status created

Inventory status modified

Inventory status assigned

Inventory comment assigned

Inventory status deleted

ZoneDirector configuration cloned
Managed group created

Managed group updated

Managed group deleted

Managed group device(s) added
Managed group device(s) removed
User group mapping updated

User logged in via the Northbound interface
User logged out via the Northbound interface
Northbound interface operation invoked
Upgrade script started

Upgrade successful

Upgrade failed

ZoneDirector could not be r eached
Task deleted

Task restarted

Automatic report created or updated
User failed to log in.

Automatic report emailed

92

Description
User sent out software's audit log via email.

The maximum number of devices supported by your software license has been reached. To manage
additional devices, please contact Ruckus Sales representative and obtain a license for additional
devices.

User uploaded a new license file into the software.

A device registered with the software.

User imported an inventory file (XLS) into the software.

User uploaded new firmware image files.

User edited the configuration template.

User created or updated the device group.

User created or updated a tag name.

A user-created task has been canceled.

User updated the AP approval mode on the Inventory page

User created a new auto-configuration rule.

User performed "obtain ZD configuration" from a ZoneDirector device.
User uploaded an SSL certificate to the software.

User created an inventory status.

User updated an inventory status.

User changed a n AP's inventory status.

User edited an AP's comment on the Inventory page.

User deleted an inventory status.

User created a "Clone ZoneDirector" task.

User created a group for delegated management.

User updated a group for delegated management.

User deleted a group for delegated management.

User assigned devices to a managed group.

User removed devices from a managed group.

User changed the "user account" and "managed group" mapping.

A 3rd party system logged into the software via the Northbound interface.
A 3rd party system logged out of the software via the Northbound interface.
A 3rd party system invoked the Northbound interface.

User installed a patch on the software server.

User patched the software successfully.

User patch for the software failed.

The software could not reach a managed ZoneDirector.

User deleted a task.

User restarted a failed task.

User created an automatic report.

User used an incorrect password to log in to the software three times.

Automatic report has been sent out.
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Managing Software Licenses

The number of Ruckus AP devices that the software can manage is limited by one or more license files. The AP devices can be ZD or
Unleashed. Once the limit is reached, no additional devices are able to register with the software (and none appear on the Inventory page)
until another license file is added to the software server. Refer to the Administer > License page to see how many APs are currently
licensed.

There are 2 kinds of software licenses file, one is for ZD and the other one is for unleashed. By default, there are zero ZoneDirector licenses
and one Unleashed license. ZoneDirector license consumes Unleashed Multi-Site Manager license according to it’s AP license. For
example, ZD3500 will consume 500 licenses even when the 500 APs are not managed by Zone Director.

Unleashed license consumes software license according to its connected AP number. The unleashed license is updated whenever the
software receives the information message from unleashed but the unleashed AP connect status is updated every 15 mins. So, there is a
gap between the software update the Unleashed license (every 1 to 60 mins) and it's AP connected status (15 mins). This may cause an
inconsistence between connected AP and license on the web user interface.

When a trial license expires, the software checks the licenses number and will delete the devices if the license is lacking.

To enable Unleashed Multi-Site Manager to manage additional APs, you need to upload at least one more license file. Use the License page
in Administer > License to upload a license file.

NOTE
When managed devices consume all the available license seats that the current license file supports, an alert message appears
on the License page.

FIGURE 49 The License page

oa 2 o

Bhumika Help

Dashboard License
TR

ZDs & Unleashed ' .
Total ZD Licenses 100000100 : Total Unleashed Licenses 101
Purchased: Wtesnies e imEs oy 700 Purchased:

Licenses Consumed by 66
Controllers

Unleashed

Remaining ZD 553995400 Remaining Unleashed 5
Monitor Licenses: Licenses:

Report
License Key Part Number AP Count Creation Date License Type Expired Date

Administer 3 Upload a license file

Audit Log

System Settings

The page displays the total ZD and Unleashed Licences available and the unused ZD and Unleashed licences.

NOTE
Licenses Consumed by ZoneDirectors indicates the total number of AP devices that your ZoneDirector licenses can support, not
the number of APs that your ZoneDirector devices are currently managing.

When your total inventory nears the total licences purchased, you can buy a new license to add on to the maximum number; that is, a new
license adds on to the previous license, and it does not overwrite the previous license. Thus, the total licenses purchased is the sum of AP
counts within each license file.
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NOTE
If your inventory count reaches your license total, then any new devices attempting to register are denied (and do not appear in
your Inventory) until your license situation is resolved.

Uploading a License File

You can update your current software license by uploading additional license files using the Web interface.

1. Once you obtain a new license file from Ruckus, log in to the Unleashed Multi-Site Manager Web interface.
Go to Administer > License.

Click the Upload a license file link. The UPLOAD A LICENSE FILE form opens below the link.

Click the Choose File button next to Select file to upload.

Select the license file, and then click Return within the dialog to close the Open window.

2 O

Click OK to upload the license file to Unleashed Multi-Site Manager.

Configuring System Settings

The System Settings option allows you to specify an SMTP server and a support- level user for sending the software system email
messages. Audit and system logs are sent to the specified email address when initiated from those respective areas.

It also enables configuration of a purge policy. A purge policy establishes a length of time the software-generated files (such as logs, events,
and graph data) should be maintained on the software. Once the configured length of time has been reached, files/items older than the date
are purged from the software to save disk space. This prevents those files from growing interminably.

FIGURE 50 System Settings page (part 1 of 4)

System Settings
IF Mode Setlings:
IP Maoda: & IPvd Only 18ws Only Dual Mada Save
Device Registration
[# Automatically approve all devices Save

Maps Sethings

Y Google Map

Enter Google Maps AFL Key

Sawe

ZD Backup

Max mumbar of bacloip filas far aach zd: 10 Tips:Set reasonable number arcerding to total 20 aumbar for disk eansumation reasan. Save

Memory Dptimization Settings

Memory Optimization Services: @ Yes L)

Chesking Intarval: 1 day(s} Sawve

UE Session Settings

Enable UE Session Senices: ) ves @ po
Waring! Enabling User Equipment sesseon can provide increased stouracy of dient traffic repoms, but may overload the Unbeashed Mult-Site Manager database in cases where

Unleashed Multi-Site Marager is managing a very large number of ZoneDirectors. S
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SMTP Settings

Edit

Outgoing Mail Servar Host Nama:
The mail server host name has not been conf

sattings on the "Administer = System Ssttings’ page.
Unleashed Multi-Sike Manager Name: UMMSystem
Server Part Number: 25

Dafault Mall from:

Mail Hest User Name (Optianal]:

Default Mail ke:

SMTR Encryption Opbions:

Purge Policy

Dalats evants alder than: 7 day(s)
Delete slarma older than: 7 day(=)
Delete audit logs clder than: 7 day(s)

Delate statistic data older than: T day(s)

Sand amail alert to If purgs failad

FIGURE 52 System Settings page (part 3 of 4)

Tacacs+ Settings
View Edit

Server IP:
Port:
Service Name:
Authentication Mode:
FTP Settings
View Edit
FTP Host Name: 172.18.110.113

FTP Port Number: 21

FTP User Name: testtest
SNMP Setting
View Edit

SNMP Trap Enable Settings

Enable SNMP Trap: ®yes (No

=l SNMP Trap List

igured. Before Unleashed M
Site Manager can send email messages, you must configure the mail server

172.18.110.113
43
fm-login

Local first then TACACS
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save

SNMP Version Security Name
V2 testl
v2 test2
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FIGURE 53 System Settings page (part 4 of 4)

Logo Settings

Upload Logo:
Choose File | No file chosen
Image should be smaller than S0KB.Suggested width/height is 138/40

OK Cancel

IP Mode Settings

Unleashed Multi-Site Manager supports IPv4, IPv6, and dual IPv4/IPv6 operation modes. If dual mode is used, then the software keeps
both IPv4 and IPv6 IP addresses. By default, the software operates in IPv4 mode. When you want to change the IP mode, follow the
procedure below.

1. Go to Administer > System Settings.
2. Under IP Mode Settings, select the mode that you want the software to use.
Options include IPv4 Only, IPv6 Only and Dual Mode.

3. Click the Save button that is in the same section.

Device Registration

This settings allows you to automatically approve all the newly added devices. Check the Automatically approve all devices check box and
click Save to save the configuration.

Map Settings

To use the Google Maps API, you must register the software on the Google API Console and get a Google API key which you can add to
the software. If you already have a Google APl Map Key, type the key to establish a connection with Google Maps. You can click the Apply
a Google Maps API Key to generate a key.

Memory Optimization Settings

To help ensure that the software has enough memory resources to process tasks, you can configure the system settings to clear its
memory cache periodically.

Do this by clicking Yes, and then setting the interval (in days) at which the software clears its memory cache. When you are done, click the
Save button in the Memory Optimization Settings section.

NOTE
Memory optimization requires that your the software server is running on Linux kernel 2.6.16 or later version. If your Linux kernel
version is older, then the memory optimization settings that you configure are not applied.

UE Session Settings

User Equipment session services provide better accuracy of client traffic reports. However, if the Unleashed Multi-Site Manager is managing
many ZD and Unleashed controllers, then the software database can become overloaded with inputs.

Follow these steps to enable User Equipment sessions.

1. Go to Administer > System Settings.
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2. Scroll down to the UE Session Settings section.
3. In Enable UE Session Services, select Yes or No to enable or disable User Equipment sessions, respectively.

4. Click the Save button that is in the same section.

SMTP Settings

You must configure the software’s host server to enable it to send email notifications. For example, the Audit Log and System Log menu
items offer email options. When sending logs via email, the entire contents of these log files are sent to the preconfigured recipient (Default
Mail To) specified on the SMTP Settings page.

NOTE
You may have already configured the SMTP settings during the software installation.

For the email functionality to work, you need either [1] a DNS server that can supply the IP address of the SMTP server, or [2] the correct
mapping to the SMTP server in your hosts file (located in the /etc directory). If you choose the second option, then you need to add lines
similar to the following in your /etc/hosts file:

127.0.0.1 fully.qualified.domain.name localhost
123.123.123.123 fully.qualified.smtpdomain.name smtp- server hostname

NOTE
If you use “.” in the hostname to separate hostname . domainname, then you are not allowed to use a digit-only domain name.

For instance, umm. ruckus and umm. 98ABC are allowed, and umm. 98 and Localhost.12345 are not allowed.

NOTE
If you edited the hosts file before you installed the software (as described in Editing the Server Hosts File on page 21, then the first

line should already exist in the hosts file; you do not need to add the same line again.
Follow these steps to edit the SMTP settings.

1.  Go to Administer > System Settings.
2. Scroll down to the SMTP Settings section.
3. Click the Edit tab.

FIGURE 54 Editing SMTP Settings

SMTP Settings

Eratgeing Mail Server Host Nama: 172.18.160.10
Unieashed Muiti-5ite Manapar Hame: LPTMSystem

Server Port Numbar: 25

Mall Hest Wser Kame |
Dafaul Mail 1o: Treddy Sriveddy.com

SHTP Encryphion Oiptisre:

4. In Outgoing Mail Server Host Name, type the host name of the outgoing SMTP server.

5. (optional) In UMM Name, enter a new name for the the software server.
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6.

10.
11.

12.

13.

In Server Port Number, type the SMTP server’s listening port number.

The default SMTP port number is 25.

NOTE

If you select TLS or STARTTLS SMTP Encryption Options, then define a different port number, because different SMTP
server protocols do not support port 25. For example, the Gmail server uses 587 as its STARTTLS port and 465 as the
TLS port, and the QQ server uses 25 as its non-SSL port and 465 as its TLS port.

If your port number setting and protocol setting do not match, emails cannot be sent successfully. For example, if you
select port 25 and select STARTTLS for a QQ server, testing will fail. Emails do not automatically revert to the non-TLS
protocol.

In Default Mail from, type the email address that appears as the sender of the email.

In Mail Host User Name (Optional), type the SMTP user name for the email account that you are using to send email notifications.
In Mail Host Password (Optional), type the SMTP password for the email account.

In Default Mail to, type the email address of the user to whom you want to send email notifications.

In SMTP Encryption Options:

e Check the TLS box if you want the software to use Transport Layer Security cryptographic protocol.

e  Also check the STARTTLS box if you want the software to use the STARTTLS extension to upgrade plain email connections
to encrypted TLS connections instead of using a separate port for encrypted communication.

Click Test to verify that the software is able to use the SMTP settings that you configured to send email notifications. If an error
appears, then check your settings and update them with the correct settings.

Click the Save button that is in the same section.

Purge Policy

Use Purge Policy to automatically delete the software event logs, audit logs, and graph data after they age past a certain number of days.
This helps ensure that the software has sufficient disk space to perform tasks.

Note that if the operator defines too many SSIDs on a ZD, then this impacts the the software capacity. So when the software is configured
for maximum capacity, Ruckus recommends that the operator does not implement the ‘64 SSID’ feature on the ZDs. Refer to Server
System Requirements on page 20 for minimum system CPU and RAM requirements.

1.

98

Go to Administer > System Settings.
Scroll down to the Purge Policy section.
Click the Edit tab.

FIGURE 55 Editing Purge Policy settings

Purge Policy
View Edit
Delete events older than: 5 day(s)
Delete alarms older than: 5 day(s)
Delete audit logs older than: 5 day(s)

Delete statistic data older than: 5 day(s)

Send email alert to test3@fmtest.com if purge failed
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4. Type a numerical value (all values are number of days) for one or more of the following:

Delete events older than: default is 7 days
Delete alarms older than: default is 7 days

Delete audit logs older than: default is 7 days

5. Click Save.

TACACS+ Settings

TACACS+ is an access control network protocol that provides separate authentication, authorization and accounting services.

NOTE
Only the Admin user is permitted to change the Authentication Mode during installation. Authentication has four modes:

e Only local (TACACS user cannot log in.)

e Only TACACS (Except the Admin user who was created when the software was installed.)

e  First local then TACACS (Both of them can log in.)

e  First TACACS then local (Both of them can log in.) The Authentication Mode affects the user login process.

1.  Go to Administer > System Settings.

Scroll down to the Tacacs+ Settings section.
Click the Edit tab.

FIGURE 56 Editing TACACS+ settings

Tacacs+ Settings

View Edit

Server IP: 172.18.110.113
Port: 49
Service Name: fm-login

Authentication Mode: Local first then TACACS

4. Enter the TACACS+ parameters:

Server - |Pv4 or IPv6 server address.
Port can be set to any available TCP port.
Service Name.

Secret.

Confirmed Secret.

5. Click Test to verify that the software is able to use the TACACS+ settings that you configured.

If an error appears, then check your settings and update them with the correct settings.
6. Click Save.

FTP Server Settings

You must configure FTP server settings for your Ruckus devices to communicate with an FTP server.

1.  Go to Administer > System Settings.
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2. Scroll down to the FTP Settings section.

3. Click the Edit tab.

FIGURE 57 Editing FTP server settings

FTP Settings

view Edit

FTP Host Name: 172.18.110.113
FTP Port Number: 21

FTP User Name: testtest

4. Enter the FTP parameters:

e FTP Host Name - IPv4 or IPv6 server address.
e FTP Port Number - 21 is the default, but it can be set to any available TCP port.

e FTP User Name - Login.

e FTP User Password - Server password.
5. Click Test to verify that the software is able to use the FTP server settings that you configured.

If an error appears, then check your settings and update them with the correct settings.

6. Click Save.

SNMP Server Settings

If you have an SNMP trap receiver on the network, then you can configure the software to send SNMP trap notifications to the server.
Enable this feature if you want to automatically receive notifications for ZD, Unleashed, and client events that indicate possible network

issues.

Enabling SNMP Traps

Before you can send SNMP trap notifications, you must enable SNMP trap notifications.

1.  Go to Administer > System Settings.

2. Scroll down to the SNMP Settings section.
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3. Click the Edit tab.

FIGURE 58 SNMP configuring settings
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4. In Enable SNMP Trap, click Yes or No.
5. Click save.
6. Continue with Configuring SNMP Settings.

Configuring SNMP Settings

After you enable SNMP trap, you need to configure the SNMP V2/V3 settings, depending on the SNMP version that the SNMP trap receiver
is using.

If Your Network Uses SNMP v2
1. Click the Administer > System Settings > SNMP Settings > Edit tab.
2. Under SNMP v2 Settings, configure the following settings:
a)  Community: Enter the SNMP v2 community string.
b) Read: Select this check box to enable SNMP read access.

c) Trap: Select this check box to send SNMP traps to the trap server on the network.

NOTE

To add another SNMP v2 community string, click the E] icon, and then configure the community string and read and
trap privileges.

Click save to save your changes.

Under SNMP Trap, configure the following settings:

a)  SNMP Version. Select V2.

b)  Security Narme. Enter the security name.

c) Target Address: Enter the IP address of the SNMP trap receiver.

d) Target Port: Enter the SNMP port number on the SNMP trap receiver.

5. Click save to save your changes.
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If Your Network Uses SNMPv3

Click the Administer > System Settings > SNMP Settings > Edit tab.
Under SNMP v3 Settings, configure the following settings:
a) User Name: Enter a user name between 1 and 31 characters long.
b) Auth Protocol Select MD5, SHA or NONE authentication method (default is MD5).
e MD5 (Message-Digest algorithm 5) is a message hash function with 128- bit output.
e SHA (Secure Hash Algorithm) is a message hash function with 160-bit output.
c) Auth Password: Enter a passphrase between 8 and 32 characters long.
d) Priv Protocol: Select DES, AES or NONE.
e DES (Data Encryption Standard), data block cipher.
e AES(Advanced Encryption Standard), data block cipher.
e NONE: No Privacy passphrase is required.
e) Priv Password If either DES or AES is selected, then enter a Privileged Password between 8 and 32 characters long.
f)  Read: Select this check box to enable SNMP read access.

g) Trap: Select this check box to send SNMP traps to the trap server on the network.

NOTE
To add another SNMP v3 community string, click the E] icon, and then configure the community string and read and

trap privileges.

Click save to save your changes.

Under SNMP Trap, configure the following settings:

a)  SNMP Versior: Select V3.

b) Security Name: Enter the security name.

C) Target Address: Enter the IP address of the SNMP trap receiver.

d) Target Port. Enter the SNMP port number on the SNMP trap receiver.

Click save to save your changes.

Default Events for Which the Software Sends Trap Notifications

There are several event types for which the software sends trap notifications to the SNMP server that you specified.

The default event types include:

102

System administration events
Mesh events

Configuration events

Client events

AP admin events
Performance events

Device status events

Alarm events
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ZD System Failure Recovered
Admin restart

Admin shutdown

Admin upgrade

System cold restarted

System warm restarted

Default AP Admin trap notifications:

Default Device status events trap notifications:

Seftting Events and Alarms for Which the Software Sends Trap Notifications

AP delete

AP joined

AP joined with reason
AP lost

AP lost heartbeat

Connectivity problem

Device rebooted

Device recovers from disconnect state

Firmware successfully written to flash
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If you want the software to send trap notifications for non-default events, then you need to enable trap notifications for these events.

1.
2.

Seftting User Customized Alarms

In the SNMP Settings section, scroll down to the Events & Alarms selection section (under SNMP Trap).

If the Events & Alarms selection section is collapsed, then click the icon to expand it. The configuration tabs for the various

event types appear.

Click the tab names to view the list of events from event types, and then select the check box for each event type that you want

the software to send trap notifications.

Repeat as required.

Click Save to save your changes.

Refer to About User Customized Alarms on page 53 and Configuring Alarm Settings on page 56 for information about user-customized
threshold-crossing alarms.

Logo Settings

You can change the Ruckus logo that appears up on the upper-left corner of the Unleashed Multi-Site Manager Web interface to a different
image (for example, your company logo). To do this, you need to upload an image file to replace the Ruckus logo. The image file must be

smaller than 50kb, with a recommended size of 138px by 40px.

1.

Prepare a 138px by 40px version of your logo.
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Go to Administer > System Settings.
Scroll down to the Logo Settings section.
Click the Choose File button.

When the Open/Browse dialog box appears, browse to the location where you saved the custom logo that you want to upload,
and then select it.

o kM D

6. Click Open to save your selection.

7. Click OK to finish uploading the custom logo file.

The Web interface refreshes, and the custom logo that you uploaded appears in place of the default Ruckus logo.

Managing User Accounts

When you want to share or delegate device management and monitoring tasks with other users in your organization, the software allows
you to create additional user accounts. You should create a new user account and assign an appropriate role for each person who uses the
software. Ruckus recommends against using one login account for multiple users as doing this may not produce useful audit log resullts.

FIGURE 59 Users & Assignment page

Users & Assignment

User Name Last Login User Role Action

Bhumika Aug. 04 2017 10:57:44 Network Administrator Edit Assign Group: All device groups have been assigned
gaga Jul. 20 2017 11:13:27 Group Administrator Edit Delete Assign Group

jim Jul. 28 2017 08:58:28 Group Administrator Edit Delete Assign Group

kga Jul. 25 2017 12:03:38 Group Administrator Edit Delete Assign Group

test2 Jun. 16 2017 13:25:43 Group Administrator Edit Delete Assign Group

Edit Columns 1-50f5 |P ol Ee

& Create a User Account

Understanding User Roles and Privileges

By default, the built-in admin account is listed; this account cannot be deleted or the User Name or User Role changed, but the password
can be changed. User roles determine privileges and views available to a user within the Unleashed Multi-Site Manager system.

NOTE
There is no limit to the number of accounts that you can create for each user role.

User roles determine privileges and views available to a user within the Unleashed Multi-Site Manager system. The following are the roles
that you can assign in Unleashed Multi-Site Manager:

e Network Administrator

e Group Administrator
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Network Administrator

The Network Administrator role grants full read and write privileges to the entire Unleashed Multi-Site Manager system. The installation
process creates one default Network Administrator (admin) account; this default admin account cannot deleted or renamed.

NOTE
The default Network Administrator (also called Super User) has the highest account privilege and can auto-provisioning rules, and
other user accounts (including other Network Administrator accounts).

A Network Administrator can perform the following tasks:
e Manage all devices in the Inventory.
e  Create user accounts for a Group Administrators.

e  Assign devices to device management groups. These device groups can be assigned to specific Group Administrators for
managements.

Group Administrator

The Group Administrator role grants full read and write privileges to the assigned devices. A Group Administrator can perform the following
tasks:

e Manage devices that belong to assigned groups
e Assign devices to device management groups
e View Dashboard and Inventory information related to the assigned devices

e Provision configuration upgrade tasks for assigned devices

Creating a New User Account

When you want to delegate the responsibility of managing the software and its managed devices to other authorized users in your
organization, you can create a user account for each of them. There is no limit to the number of user accounts that you can create.

1. Go to Administer > Users & Assignment.
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2. Click Create a User Account. Unleashed Multi-Site Manager displays the CREATE A NEW USER pane.

FIGURE 60 Creating a user account

Users & Assignment

User Name Last Login User Role Action

Bhumika Aug. 04 2017 10:57:44 Network Administrator Edit Assign Group: All device groups have been assigned.
gaga ANIE2R82 00l S Group Administrator Edit Delete Assign Group
jim Jul. 28 2017 08:58:28 Group Administrator Edit Delete Assign Group
kga Jul. 25 2017 12:03:38 Group Administrator Edit Delete Assign Group
test2 Jun. 16 2017 13:25:43 Group Administrator Edit Delete Assign Group
Edit Columns 1-50f5 [P ol mo

CREATE A NEW USER

user Name:||

Password:
Confirm Password:

User Role:| Group Administrator v

OK Cancel

3. In User Name, type a name that you want to assign to this user account. For example, you can type john or john doe. The
user name is not case-sensitive and can contain up to 45 alphanumeric characters and spaces.

4. In Password, type a password for the account. The password is case-sensitive and can contain up to 45 alphanumeric
characters.

Repeat the password in Confirm Password.
In User Role, select the role that you want to assign to this user.

The options that appear on the User Role menu depends on your own user role. If you are a Network Administrator, then the
following user roles appear on the menu: Network Administrator, Group Administrator.

For more information on user roles, refer to Understanding User Roles and Privileges on page 104.

7. Click OK to create the account.

The page refreshes, and then the user account you have created appears in the Users list.

Editing a User Account

Edit a user account if you need to make account changes, such as the user password or the user role.

1. Go to Administer > Users & Assignment.
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2. Find the row in the Users table for the desired user account to edit, and then click Edit in the Action column.

FIGURE 61 Editing a user account

Users & Assignment

User Name
Bhumika
gaga

jim

kga

test2

Last Login

Aug. 04 2017 10:57:44
Jul. 20 2017 11:13:27
Jul. 28 2017 08:58:28
Jul. 25 2017 12:03:38

Jun. 16 2017 13:25:43

User Role

Network Administrator
Group Administrator
Group Administrater
Group Administrator

Group Administrater

Action

Edit Assign Group: All device groups have been assigned
Edit Delete Assign Group

Edit Delete Assign Group

Edit Delete Assign Group

Edit Delete Assign Group

Edit Columns 1-50f5 [© ol Ee

EDIT A USER
User Name:|gaga
password:
Confirm Password:

User Role: Group Administrator v

OK Cancel

3. Edit the following options as required:
e User Name
e Password
*  Confirm Password
e User Role (except for default “admin” account)

4. Click OK to save your changes.

Deleting a User Account

Delete user accounts that you no longer need to save space on the software database and prevent unauthorized users from gaining access
to the the software Web interface.

1. Go to Administer > Users & Assignment.
2. Find the row in the Users table for the desired user account to delete, and then click Delete in the Action column.

The page refreshes, and then the user account you deleted is removed from the Users list.

Assigning Users to Manage Device Groups

1. Create a User account as described in Creating a New User Account on page 105.

NOTE
The User account must have Group Administrator privileges to manage a Device Group, as described in Understanding
User Roles and Privileges on page 104.

2. Create a Device Group as described in the Creating and Managing Groups section Creating and Managing Groups on page 44.

3. Go to Administer > Users & Assignment.
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4. Find the entry for the user account that you want to assign as group owner.

5. Click the Assign Group link that is in the same row as the user name. The Groups Assigned to {User Name} pane appears,
displaying the names of existing device groups.

FIGURE 62 Assigning a user to manage the group

Groups assigned to gaga

Device Group Name Action

Aatest Details
v company Details
freddy Details
gateway Details
jim_ZD1 Details
jim_zD2 Details
kenneth Details
zD Details
Total number of device groups: 8 ol mo

Apply Cancel

6. Select the check box for each managed group that you want to assign to the user account

7. Click Apply to save your changes.

When the group owner logs into the the software Web interface, he or she is able to view and manage the devices that belong to the
assigned group.

Managing SSL Certificates

When you use HTTPS to connect to the the software Web interface, a security warning appears every time you connect to the Web
interface. This is because the default SSL certificate (or security certificate) that the software is using for HTTPS communication is signed by
Ruckus and is not recognized by most Web browsers.

If you want to prevent these security warnings from appearing, then you need to import an SSL certificate that was issued by a recognized

certificate authority such as VeriSign.

NOTE
Unleashed Multi-Site Manager currently supports only VeriSign security certificates.

This section describes how to generate a certificate request file to obtain an SSL certificate from VeriSign and how to import a VeriSign SSL
certificate into the software.

Importing an SSL Certificate

When you already have an SSL certificate issued by VeriSign, you can import it into Unleashed Multi-Site Manager and use it for HTTPS
communication. To complete this procedure, you need the SSL certificate file and the key pair password that you set when you created the
certificate signing request (CSR) file.
1. Copy the certificate file to location (either on the local drive or a network share) that you can access from the software Web
interface.

2.  Go to Administer > SSL Certificates.
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3. On the SSL Certificates page, click the Import a Certificate tab.

FIGURE 63 Importing an SSL certificate

SSL Certificates

View Certificates Create a New Certificate Import a Certificate

Renew Current Certificate ¥

Enter your key pair password:

Select a certificate file to upload:
Choose File |No file chosen

Import

4. In Enter your key pair password, type the key pair password that was set when you created the CSR file.

5. In Select a certificate file to upload, click Choose File, and then go to the location where you saved the certificate file. Select the
certificate file, and then click Open.

6. Click Import.
A message appears, informing you that the certificate has been imported successfully.
7. Click the View Certificates tab, and check the value for Issuer in the current certificate file. Verify that it shows the following:
Issuer: CN:VeriSign Class 3 Secure Server CA

For more information, refer to VViewing Current Certificates on page 115.

8. After you verify that the new certificate has been imported successfully, shut down the software service by executing the following
script:

# /opt/UMM/shutdown.sh
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9. Restart the software service by executing the following script:

# /opt/UMM/startup.sh
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FIGURE 64 Shutting down and restarting the software service
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[root@localhost UMM] #
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[root@localhost UMM] #
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You have completed importing a VeriSign-issued SSL certificate.

Try connecting to the software Web interface using HTTPS. The security alert should no longer appear.

Creating a Certificate Signing Request File for VeriSign

When you do not have a VeriSign certificate, you need to create a certificate signing request (CSR) file and send it to VeriSign to purchase
an SSL certificate. The the software Web interface provides a form that you can use to create the CSR file.

1. On the SSL Certificates page, click the Create a New Certificate tab.

FIGURE 65 Fill in the boxes to create the Certificate Signing Request

SSL Certificates

View Certificates Create a New Certificate Import a Certificate

The following characters are not allowed: < > ~ 1 @ # $ % ~ = /() ?\\

Commen Name: The Common Name.

Organization: The complete legal name of your organization (for example, Ruckus Wireless, Inc.). Do not abbreviate.

0Organization Unit: The department in your organization that manages network security (for example, Network Management).

Locality or City: The city where your organization is legally located (for example, Sunnyvale).

State/Province: The state or province where your organization is legally located (for example, California). Do not abbreviate.

Country: The two-letter ISO abbreviation for your country (for example, if your organization is located in the United States, type US).
Key pair password: The password must be at |east six characters long.

Confirm password:
Key Size: 1024 2048 SSL key length

Create
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2. In the text boxes provided, fill in the following information:

a)

b)

Common Name: Type the fully qualified domain name of your Web server.

This must be an exact match (for example, www . ruckuswireless.com).

Organization: Type the complete legal name of your organization (for example, Ruckus Wireless, Inc.).
Do not abbreviate your organization name.

Organization Unit: Type the name of the division, department, or section in your organization that manages network security
(for example, Network Management).

Locality or City: Type the city where your organization is legally located (for example, ).

State/Province: Type the state or province where your organization is legally located (for example, California). Do not
abbreviate the state or province name.

Country: Type the two-letter ISO abbreviation for your country (for example, if your organization is located in the United States,
type US).

Key pair password: Type the password that you want to use for the SSL certificate.
The key pair password must consist of at least six characters.
Confirm password: Retype the key pair password to confirm.
Key Size: Select the required key size--1024 or 2048.
ATTENTION

Remember the key pair password that you set in this procedure. You need to enter this password when you import the
SSL certificate that VeriSign sends you into Unleashed Multi-Site Manager.

3. Click Create.

The New Certificate Information page appears, displaying a summary of the certificate information that you entered. If you find any
incorrect information or if you want to edit the certificate information, then click Remove Certificate, and then start over with Step
1. If the certificate information is correct, then continue to Step 4.
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4. Click Generate CSR. The page refreshes, and then displays the content of the CSR.

FIGURE 66 The default SSL certificate on the software

SSL Certificates

View Certificates Create a New Certificate Import a Certificate

Current Certificate

[
[

Version: V3
Subject: OU=Flexmaster, O=Ruckus Wireless Flexmaster, L=Sunnyvale, ST=California, C=US
Signature Algorithm: SHA256withRSA, OID = 1.2.840.113549.1.1.11

Key: Sun RSA public key, 2048 bits

modulus:
28810399646057710252151698870896340880304300902391611295211123631492363000380703337842678690399006459755020858
2645653306556453749515146469724758208568121011926944796753977551034334702452666302450467446935594995608747725
8473665002518088387682976537891907554340722358750283439413435799860983212645910350081440935516153521309670019
43997175934082323079715126127301879633231164740107147338911700503310567744135465910788867185688895728076692406
1187286971064181473957969752502129018765687097203524200919799089620675338814173370231025438677436866102236878
2761038470450471878251340145005155964652814470834740311571970311066496459

public exponent: 65537

Validity: [From: Sat Dec 12 02:39:43 CST 2015,

To: Thu Aug 02 02:39:43 CST 2040]
Issuer: OU=Flexmaster Actual, O=Ruckus Wireless Flexmaster, L=Sunnyvale, ST=California, C=US
SerialNumber: [ a4e62f31 2de139b5] it

Generate C5R

Copy the complete content of the CSR request, and then paste it into a text editor (for example, Notepad). Save the file.
Go to the VeriSign Web site and follow the instructions for purchasing an SSL certificate.
For more information, visit: www.verisign.com/ssl/buy-ssl-certificates/index.html

7. When the VeriSign Web site prompts for the certificate signing request, copy and paste the content of the text file that you saved
in Step 5, and then complete the certificate purchase.

After VeriSign approves your CSR, you receive the VeriSign-signed certificate via email. The following is a sample signed certificate
that you receive from VeriSign:

MIIFVJjCCBD6gAwWIBAgIQLfaGugKukMumWhbVf5v4vDANBgkghkiGOwOBAQUFADCB
sDELMAkKGA1UEBhMCVVMxFzAVBgNVBAOTD1Z1lcmlTaWduLCBJbmMuMR8wHQYDVQQL

BgEFBQCBAQRtMGswJAY IKwYBBQUHMAGGGGhOdHAG6LyYI9vY3NwLnZlcml zaWduLmNv
bTBDBggrBgEFBQcwA0OY3aHROcDovLINWUIN1Y3VyZSlhaWEudmVyaXNpZ24uY29t
LINWUIN1Y3VyZTIwMDUtYW1hILmN1cjBuBggrBgEFBQcBDARIMGChXgBcMEFowWDBW
FglpbWEnZS9naWYwITAfMACGBSsOAwIaBBRLa7kolgYMu9BSOJsprEsHiyEFGDAm
FiRodHRwO18vbG9nby522XJpc21lnbi5jb20vdnNsb2dvMS5naWYwDQYJKoZIhveN AQEFBQADggEBAI/S2dmm/
kgPeVAlsIHmx75104098+fwehRDBmQDaKiBvVXGZ5ZM noc3DMyDjx0SrI91kPsn223CV3UVBZ0385g1lT4iKwXgcQ7/
WE6QCcUYOEGHK+4ZGc HermFf3fv3ClFoCjg+zEu8ZboUf3fWhGprGRA+MR/dDI1dTPtSUGT7/2zWjX0535C// OpykS1dw/
g8hg08kg30S8JzCwkqrXJfQ050N4TJtgb/YC4gwH3BuUB9wgpRjUahTi K1V1ju9bHB
+PFkMWIIMIXc1Js62JC1WzwFgaGUS2DLESxICQ3wUlez8RUPGNWSxXA YtZ2N7zDxYDP2tEi1i0552cXY708mR3ni0C30=

8. Copy the content of the signed certificate, and then paste it into a text file. Save the file.

You can now import the signed certificate from VeriSign into your the software server. For instructions, refer to Importing an SSL Certificate
on page 108.
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Viewing Current Certificates

To view the details of the certificate file that the software is currently using, click the View Certificates tab on the SSL Certificates page. If
you imported a VeriSign- signed SSL certificate, then the current certificate should show VeriSign as the certificate issuer.

FIGURE 67 The default SSL certificate on the software

«
SSL Certificates

View Certificates Create a New Certificate Import a Certificate

Current Certificare

“wersion: V3
Subject: OU=Flaxmaster, O=Ruckus Wiraless Flaxmaster, L=Sunnyvale, ST=California, C=US
Signature Algerithm: SHAZSEwithRSA, OID = 1.2.840,113549.1.1.11

m

Key: Sun RSA public key, 2048 bits

modulus:
2BB10335646057 7 1025215169887 0B963408803043005023916112952111236314523630003807 03337 B4267 8690335006497 550
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public exponent: 63537

Walidity: [Fram: Sar Dec 12 02:39:43 CST 2015,

Ta: Thu Aug 02 02:39:43 C5T 2040]
Issuar: OU=Flaxmaster Actual, O=Ruckus Wireless Flexmaster, L=Sunnywvala, 5T=Califarnia, C=US
SerialNumber: [ ad4e52f21 2de139b5]

Certificate Extensions: 3
1l AhiaseTd:. 3 & 28 18 Pelelealine=falea

Generate C5R

551 Certificates

Upgrading the Software

Ruckus may periodically release the software updates that contain feature enhancements or fixes for known issues. These software
updates are made available on the Ruckus Support Web site or released through authorized channels.

Update files typically use {version number} .patch for their file naming convention (for example, 9.12.0.0.11.patch).

ATTENTION
Although the software update process has been designed to preserve all software configuration settings, Ruckus strongly
recommends that you back up the software database, in case the update process fails for any reason.

NOTE

After you upgrade your software server, some of the configuration templates that you created using the previous version may no
longer provision successfully. To help ensure successful provisioning, recreate the templates using the new software version and
delete the old templates.

1. Log in to the host server as root.

Insert the Unleashed Multi-Site Manager upgrade CD into the CD-ROM drive.

If the software server does not automatically mount the software CD-ROM, then continue with Step 4. If the server automatically
mounts the CD-ROM, then continue with Step 6.
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10.

11.

Type the following command to create a mount point (or directory where you want to mount the CD-ROM):

# mkdir -p /mnt/cdrom

Type the following command to mount the CD-ROM manually to the created mount point:

# mount /dev/cdrom /mnt/cdrom

Upload the patch file (for example, 9.12.0.0.11.patch. tar) to the software server.

Copy the patch file to the Unleashed Multi-Site Manager folder /opt /UMM/:

# cp 9.12.0.0.11.patch.tar /opt/UMM/

Untar the patch file with following command:

# tar -vxf 9.12.0.0.11.patch.tar

Make sure that the {version number}.patchfile, suchas 9.12.0.0.11.patch, has been extracted from the tar file.

Upgrade Unleashed Multi-Site Manager with following command:

# ./upgrade.sh 9.12.0.0.11

If the software upgrade fails for any reason, then send the upgrade log file, /opt/UMM/9.12.0.0.11.patch, and the screen
dump to Ruckus Support.

ATTENTION

After installing a software update, Ruckus recommends backing up the software database so you have a backup of the updated
database schema. Refer to Backing Up and Restoring the Database from the Web Interface on page 117 or Backing Up the
Database from the Command Line Interface on page 26 for more information.

Recovering Unleashed Multi-Site Manager from an Unsuccessful
Software Update

If the software update fails for any reason, then the software update script is designed to automatically recover and restore your previous
software installation. If the auto restore process also fails, then you can still restore your previous software installation manually from the
database that you backed up.

To recover your software installation manually, do the following:

1.
2.
3.

Remove the Unsuccessful Unleashed Multi-Site Manager Installation.
Reinstall the Previous Unleashed Multi-Site Manager Software Version.

Restore the Backup Unleashed Multi-Site Manager Database.

Step 1: Remove the Unsuccessful Software Installation

116

1.
2.

Log in to the Unleashed Multi-Site Manager server.

Execute the Unleashed Multi-Site Manager uninstall script.

# ./uninstall.sh
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3. After you execute the uninstall script, it performs the following steps:

a) It shuts down the Tomcat server.

b) It shuts down the MySQL server.

c) It deletes the configuration files, and uninstalls the software services.

d) It restores the original /etc/my.cnf file.

e) ltfinds /etc/my.cnf.ruckus, and then renamesitto /etc/my.cnf.
f)  Finally, it deletes the /opt /UMM directory.

When the uninstall script completes deleting the /opt /UMM directory, the uninstallation process is complete.

Step 2: Reinstall the Previous Software Version

Follow the Unleashed Multi-Site Manager installation instructions described in Installing the Software on page 22.

Step 4: Restore the Backup Software Database

Before starting this procedure, take note of the file path to the software database backup file. You need to enter this file path when you
execute the restore script

Follow these steps to restore a backup copy of the software database.

1. On the Linux server, go to the software root directory (/opt /UMM), where the database restore script is located.
2. Execute the database restore script by entering the following command:

# ./restore.sh {file path and file name of the backup file that you want to restore}

where {file path and file name of the backup file that you want to restore}is the file path and name of
the software database backup file that you want to restore.

For example, when you want to restore a backup file named Mybackup . tgz that is located in the software root directory, enter
the following command:

# ./restore.sh Mybackup.tgz

When the restore process is completed, a message appears in the command line interface, informing you that the software
database that you specified has been restored successfully.

Backing Up and Restoring the Database from the
Web Interface

You can also perform database backup from the Web interface. This section describes how to use the Web interface to perform manual
and scheduled database backup. It also describes how to restore the software database from a backup file.
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Backing Up the Database from the Web Interface

ATTENTION
This procedure halts the software operation. Do not perform this procedure when you need the software to be operating properly.

—

Go to Administer > Support and record the software version number (such as 9.12.0.0.11).
Go to Administer > DB Backup/Restore..
Look for the Database Backup section.

oD

In File Name, type a name that you want to assign to the backup file, using the format DB [Unleashed Multi-Site
Manager version number] [YYYY-mm-dd-hh].For example, the backup file name might be DB 9.12.0.0.11

2015-06-21-02. (Including the software version number version number can make it easier to upgrade and downgrade the
software database files.)

Do not allow software to automatically assign a file name (in the format DB_ [YYYY-mm-dd-hh], because the automatically
assigned file name does not include the software version number.

ATTENTION
This procedure halts software operation. Do not perform this procedure when you need the software to be operating
properly.

5. Click Back Up. The BACKUP STATUS AREA window appears and displays the progress of the backup process.

FIGURE 68 The Backup Status Area shows the progress of the backup process

DB Backup/Restore

Database Backup

Type a name for the databass that vou are saving, If you want Unleashed Multi-Site Manager to assign a file names automatizally (in the
farmat DBE_[Y¥YY-mm-dd-hh]}. leave this box blank.,

Filz Nama: Back Up

Database Restore

Display database backup filss

DB Backup & Restore Logs
Dizplay Crperator Logs
Schedule Backup Task

Enable backup task: ) gnable @ Dizable

Frequency: |Daily =
Tima of Day: 0100 7}

Save

6. Unleashed Multi-Site Manager backs up its database and reboots its server. Wait for this reboot to complete, and then log back
into the software web interface.

ATTENTION

Do not navigate away from the DB Backup/Restore page while the backup process is in progress. Doing so cancels the
backup process.

You have backed up the software database.
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Scheduling Database Backup

You can also configure the software to back up its database automatically based on a schedule that you set.

1.

P oD

6.

Go to Administer > DB Backup/Restore..
Look for the Schedule Backup Task section.
In Enable backup task, click Enable.

In Frequency, specify how often you want the software to automatically back up the database. Options include Daily, Weekly, and
Monthly.

Configure additional options for the Frequency option that you clicked.

e If you clicked Daily, then set the Time of Day when you want the software to back up the database.

e If you clicked Weekly, then set the Day of the Week and Time of Day when you want the software to back up the database.
e [f you clicked Monthly, then set the Day of the Month and Time of Day when you want the software to back up the database.
Click Save.

You have completed configuring the software to back up its database automatically.

Viewing and Deleting Database Backup Files

1.

Go to Administer > DB Backup/Restore..

Look for the Database Restore section.

Click the Display database backup files link.

A table appears, displaying the file names of the database backup files and the dates when they were created.

To delete a database backup file, click the option button next to the database file name, and then click Delete.

Restoring a Backup Copy of the Database

1.

Go to Administer > DB Backup/Restore..
Look for the Database Restore section.

Click the Display database backup files link.

A table appears and displays the file names of the database backup files and the dates when they were created.
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4. Click the option button next to the database file name that you want to restore.

FIGURE 69 The Database Restore screen
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5. Click Restore.

The Restore Status Area window appears and displays the progress of the restore process.

6. Check the Restore Status Area window for the following message:

restore db completed...success. Please wait for system restart automatically.
Unleashed Multi-Site Manager DB has been restored with {UMM-database-file-name}.tgz

7. Wait for the software login page to appear.

When the login page appears, you have completed restoring the backup database.

Generating Support Information

When you request technical support from Ruckus, you may be asked to collect information about Unleashed Multi-Site Manager that may
help Ruckus troubleshoot the issue. You need to generate system logs.

Viewing System Logs

The system log captures information in 12-hour sets. After 12 hours, the “expired” log is backed up and a new log is started. This log
rotation prevents the system log from becoming too long. New logs start at midnight (12:00 AM or 0:00) and midday (12:00 PM).

1.  Go to Administer > Support.

2. In Select Log File, select the required log file.
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3. Click View Log. The log displays information from either midnight to the current time or midday to current time.

FIGURE 70 Viewing a system log file

Support

hed Multi-Site M ger Version: 2.0.0.0.52

Original Unl hed Multi-Site M ger Installation Time: Sep. 12 2017 10:28:30
System Log:

& Download Full Logs

Select Log File: fintune.log ] _=;| View Log | 8| Email Log
WARN [Sep. 12 2017 10:29:53] ~
Unable to proxy method [public final org.springframework.orm.hibernatez.HibernateTemplate

3
org.springframework.orm.hibernate3.support.HibernateDacSupport.getHibernateTemplate()] because it is final: All calls to this method via a proxy will NOT be routed to the target —
instance.

WARN [Sep. 12 2017 10:29:53]

Unable to proxy method [public final void org.springframework.orm.hibernate.support.HibernateDaoSupport.setSessionFactory{org.hibernate.SessionFactory)] because it is final
All calls to this method via a proxy will NOT be routed to the target instance.

WARN [Sep. 12 2017 10:29:53]
Unable to proxy method [public final org.hibernate.SessionFactory ara.springframework.orm.hibernate2.support.HibernateDasSupport.getSessionFactory()] because it is final: All

calls to this method via a proxy will NOT be routed to the target instance.

WARN [Sep. 12 2017 10:29:53]
Unable to proxy method [public final void

org.springframework.orm.hibernatez.support.HibernateDacSupport.setHibernateTemplate{org.springframewark.orm.hibernate3.HibernateTemplate )] because it is final: All calls to
this method via a proxy will NOT be routed to the target instance.

WARN [Sep. 12 2017 10:29:53]
Unable to proxy method [public final void org.springframework.dac.support.DacSupport.afterPropertiesSet(] throws

java.lang.IllegalArgumentException,org.springframework.beans.factory.BeanlnitializationException] because it is final: All calls to this method via a prosxy will NOT be routed to the
target instance.

WARN [Sep. 12 2017 10:29:58]
Init Spring Context into FlexMaster.

Downloading System Logs

1. Go to Administer > Support.
2. Click Download Full Logs.

Unleashed Multi-Site Manager zips all the existing log files and downloads the umm_logs. zip file to your client workstation.

NOTE

If the software web page is not available, please retrieve the log file from /opt/UMM/3rdparty/tomcat/apache-
tomcat-6.0.18/webapps/intune/WEB-INF/logs/. Backed-up logs appear as (midnight) Unleashed Multi-Site
Manager.log.yyyy-mm-dd-AM or (midday) Unleashed Multi-Site Manager.log.yyyy-mm-dd-PM.

Emailing a Copy of the System Log File
1. Go to Administer > Support.
2. Click the Email Log button. The System Log form appears.
The To and Subject fields are filled out, and the system log has been added as attachment.

The To address must be previously configured in the System Settings. Please refer to Configuring System Settings on page 94.
3. Type any information you want to highlight in the message box.
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4. Click Send to send the email message.

FIGURE 71 Sending the system log via email

Support

Unleashed Multi-Site Manager Version: 2.0.0.0.52
Original Unleashed Multi-Site Manager Installation Time: Sep. 12 2017 10:28:30
System Log:
(EMAIL)
To:
Subject: System Log Report

Attached: #Pintune.log
ﬁInventor}rList, html

Unleashed Multi-Site Manager Version: 2.0.0.0.52

Patch Information:
COriginal Unleashed Multi-Site Manager Version: 2.0.0.0.52

Enter your message here:

Send Cancel

NOTE

If the software web page is not available, please send the log file from /opt/UMM/3rdparty/tomcat/apache-
tomcat-6.0.18/ webapps/intune/WEB-INF/logs/. Backed-up logs appear as (midnight) Unleashed Multi-Site
Manager.log.yyyy-mm-dd-2AM or (midday) Unleashed Multi-Site Manager.log.yyyy-mm-dd-PM.

Manually Transferring Files

There may be times when you would like to manually transfer log and other files between a Windows workstation and a software server.
Ruckus recommends that you use a free Windows file transfer tool, WinSCP, or equivalent, to simplify the file transfers. WinSCP can be
downloaded from https://winscp.net/eng/download.php and installed on your Windows workstation.
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To transfer files to the Windows workstation:

1. Launch WIinSCP and log in with the following selections:

Fite Protocol SFTP, SCP or FTP

Encryption: None, SSL/TLS Implicit, SSL Explicit or TLS Explicit
Host Narme

Port number

User name

Password

Account

Anonymous login

2. In the WIinSCP window, find the required files and transfer them to the Windows workstation.

The most common software log files are:

/opt/UMM/<version number>.patch.log
/opt/UMM/install.log

/opt/UMM/3rdparty/tomcat/apache-tomcat-<version>/webapps/intune/WEB-INF/logs/Unleashed
Multi-Site Manager.log

/opt/UMM/3rdparty/tomcat/apache-tomcat- <version>/webapps/intune/WEB-INF/logs/Intune.log
/tmp/<zZD log file name>.xml
/opt/UMM/3rdparty/tomcat/httpshellproxy/logs/<logname>.log

/opt/UMM/3rdparty/tomcat/apache-tomcat-<version>/webapps/intune/WEB-INF/ZDWebUtils/

instances/$<instance port number>/webs.log

After you have transferred the file(s), you can use them as directed by Ruckus Support.
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Enabling Unleashed Multi-Site Manager
Management on Unleashed Devices

To allow Unleashed Multi-Site Manager to monitor and manage Unleashed devices, you must enable software management in the
Unleashed device and register the device with Unleashed Multi-Site Manager.

1. Upload the Unleashed license as described in Uploading a License File on page 94.

Ruckus Unleashed Multi-Site Manager User Guide
Part Number: 800-71640-001



Appendix
Enabling Unleashed Multi-Site Manager Management on Unleashed Devices

Generate and Apply the Unleashed ID: Each unleashed network has an ID which is automatically generated by the system. You
can renew this ID by clicking Generate from the Unleashed web interface and then apply it to the network. The 'Unleashed ID" is
reset during set factory, and overwritten when the configuration is restored (when you choose the restore option as Restore
everything). Unleashed Multi-Site Manager uses the 'Unleashed ID' to identify the unleashed network, and whenever the
‘Unleashed ID' is renewed or reset, Unleashed Multi-Site Manager regards it as a new unleashed device.

FIGURE 72 Generating Unleashed ID
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Enabling Unleashed Multi-Site Manager Management on ZoneDirector

3. Enable software management from Unleashed web interface:

a) Go to Admin & Services > Administer > Network Management > Unleashed Multi-Site Manager Management.

b) Select the Enable management by Unleashed Muilti-Site Manager check-box.

Configure the following:

e URL: The IP address or URL of the software server.

e Interval: the time interval (in minutes) within which the Unleashed device sends the TR0O69 information to Unleashed Multi-
Site Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 74 Enabling Unleashed Multi-Site Manager Management
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4. Login to the Unleashed Multi-Site Manager web interface and go to ZDs & Unleashed. The Unleashed device will be registered

and displayed.

You have successfully enabled software management in the Unleashed network, and registered the Unleashed device for Unleashed Multi-

Site Manager to monitor.

Enabling Unleashed Multi-Site Manager

Management on ZoneDirector

To allow Unleashed Multi-Site Manager to monitor and manage ZoneDirector devices, you must enable software management in the

ZoneDirector device and register the device with Unleashed Multi-Site Manager.

1. Upload the ZoneDirector license as described in Uploading a License File on page 94.
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2. Enable Unleashed Multi-Site Manager management from ZoneDirector web interface:
a) Go to Configure > System > Network Management.
b) In FlexMaster Management, select the Enable management by FlexMaster check-box.
Configure the following:

e URL: The IP address or URL of the software server.

e Interval: the time interval (in minutes) within which the ZoneDirector device sends the TRO69 information to the Unleashed

Multi-Site Manager. It is recommended that you configure this interval according to your network capacity.

FIGURE 75 Enabling Unleashed Multi-Site Manager Management
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3. Login to the software web interface and go to ZDs & Unleashed. The ZoneDirector device will be registered and displayed.

You have successfully enabled software management in the ZoneDirector device, and registered the ZoneDirector device for Unleashed
Multi-Site Manager to monitor.
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Managing Devices behind the NAT Server

You can manage ZoneDirector and Unleashed devices behind the NAT server by enabling managing these devices from the web interface
and configuring ports for communication.

1. From the web interface of the device, configure the management interface according to your network.

e  From the ZoneDirector web interface, go to Configure > System > Management Interface.

FIGURE 76 Management Interface - ZoneDirector Web Interface

Management Interface

|« Emnable IPv4 Management Interface

IP Address™ 172.18.35.6

Netmask* 255.255.255.254

| | Default gateway is connected with this interface

Access VLAN® 1 |

e If you are accessing the Unleashed web interface, then go to Admin & Services > System > IP Setting > Management
Interface.

FIGURE 77 Management Interface - Unleashed Web Interface
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2. Login to the NAT server and map the LAN port to 443.

FIGURE 78 Sample Port Mapping

Create a new port forwarding rule

Application:

WAN Port: | 9557
LAM IP Address: 172.18.35.6
LAN Port: 443

Protocol: TCP v

Enable Unleashed Multi-Site Manager management. Refer to Enabling Unleashed Multi-Site Manager Management on Unleashed
Devices on page 125 or Enabling Unleashed Multi-Site Manager Management on ZoneDirector on page 127 as appropriate.

From the software web interface, select the device behind the NAT server and edit the port number based on the settings
configured in step 2. For more information, see Editing Device Properties on page 45.
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